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To:
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Topsham Road
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EX2 4QD

The Chair and Members
of the Devon Pension
Board
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Contact: Gerry Rufolo 01392382299
Email: gerry.rufolo@devon.gov.uk
DEVON PENSION BOARD
Monday, 11th October, 2021

A meeting of the Devon Pension Board is to be held on the above date at 10.30 am
at Virtual Meeting to consider the following matters.
Phil Norrey
Chief Executive
AGENDA

PART 1 - OPEN COMMITTEE
1

Apologies

2

Minutes
Minutes of the meeting held on 13th July 2021 (previously circulated)

3

Items Requiring Urgent Attention
Items which in the opinion of the Chairman should be considered at the meeting
as matters of urgency.
MATTERS FOR CONSIDERATION OR REVIEW

4

Membership

To report the appointment of Rob Jeanes as the Independent Member of the
Board.
5

Review of Attendance (Pages 1 - 4)
Report of the County Treasurer (CT/21/86), attached

6

Budget (Pages 5 - 6)
Report of the County Treasurer (CT/21/87) Report of the County Treasurer (CT/21/87),
attached

7

Breaches Report (Pages 7 - 10)
Report of the County Treasurer (CT/21/88), attached

8

Contribution Monitoring Report (Pages 11 - 12)
Report of the County Treasurer (CT/21/89), attached

9

Devon Pension Fund Risk Register (Pages 13 - 46)
Report of the County Treasurer (CT/21/90), attached
MATTERS FOR INFORMATION

10

Investment and Pension Fund Committee (Pages 47 - 52)
Minutes of the Investment and Pension Fund Committee meeting held on 17th
September 2021, attached

11

Peninsula Pensions Administration Update and Performance Statistics (Pages 53
- 58)
Report of the County Treasurer (CT/21/91), attached

12

Actions and Recommendations Tracker Reports (Pages 59 - 80)
Report of the County Treasurer (CT/21/92), attached

13

Future Work Programme (Pages 81 - 82)
Report of the County Treasurer (CT/21/93), attached

14

Dates of Future Meetings

The Pension Board will meet at 10.30am on the following dates:
2nd February 2022, 4th May 2022, 19 July 2022, 18 October 2022,
07 February 2023, and 18 April 2023
PART II - ITEMS WHICH MAY BE TAKEN IN THE ABSENCE OF PRESS AND
PUBLIC ON THE GROUNDS THAT EXEMPT INFORMATION MAY BE
DISCLOSED
Nil
Members are reminded that Part II Reports contain exempt information and should
therefore be treated accordingly. They should not be disclosed or passed on to any
other person(s). They need to be disposed of carefully and should be returned to the
Democratic Services Officer at the conclusion of the meeting for disposal.

MEETINGS INFORMATION AND NOTES FOR VISITORS
Getting to County Hall and Notes for Visitors
For SatNav purposes, the postcode for County Hall is EX2 4QD
Further information about how to get to County Hall gives information on visitor
parking at County Hall and bus routes.
Exeter has an excellent network of dedicated cycle routes. For further information
see the Travel Devon webpages.
The nearest mainline railway stations are Exeter Central (5 minutes from the High
Street), St David’s and St Thomas. All have regular bus services to the High Street.
Visitors to County Hall are asked to report to Main Reception on arrival. If visitors
have any specific requirements, please contact reception on 01392 382504
beforehand.
Membership of a Committee
For full details of the Membership of a Committee, please visit the Committee page
on the website and click on the name of the Committee you wish to see.
Committee Terms of Reference
For the terms of reference for any Committee, please visit the Committee page on
the website and click on the name of the Committee. Under purpose of Committee,
the terms of reference will be listed. Terms of reference for all Committees are also
detailed within Section 3b of the Council’s Constitution.
Access to Information
Any person wishing to inspect any minutes, reports or background papers relating to
an item on the agenda should contact the Clerk of the Meeting. To find this, visit the
Committee page on the website and find the Committee. Under contact information
(at the bottom of the page) the Clerk’s name and contact details will be present. All
agenda, reports and minutes of any Committee are published on the Website
Public Participation
The Council operates a Public Participation Scheme where members of the public
can interact with various Committee meetings in a number of ways. For full details of
whether or how you can participate in a meeting, please look at the Public
Participation Scheme or contact the Clerk for the meeting.
In relation to Highways and Traffic Orders Committees, any member of the District
Council or a Town or Parish Councillor for the area covered by the HATOC who is
not a member of the Committee, may attend and speak to any item on the Agenda
with the consent of the Committee, having given 24 hours’ notice.
Webcasting, Recording or Reporting of Meetings and Proceedings
The proceedings of any meeting may be recorded and / or broadcasted live, apart
from any confidential items which may need to be considered in the absence of the
press and public. For more information go to our webcasting pages

Anyone wishing to film part or all of the proceedings may do so unless the press and
public are excluded for that part of the meeting or there is good reason not to do so,
as directed by the Chair. Filming must be done as unobtrusively as possible without
additional lighting; focusing only on those actively participating in the meeting and
having regard to the wishes of others present who may not wish to be filmed.
Anyone wishing to film proceedings is asked to advise the Chair or the Democratic
Services Officer in attendance.
Members of the public may also use social media to report on proceedings.
Declarations of Interest for Members of the Council
It is to be noted that Members of the Council must declare any interest they may
have in any item to be considered at this meeting, prior to any discussion taking
place on that item.
WiFI
An open, publicly available Wi-Fi network (i.e. DCC) is normally available for
meetings held in the Committee Suite at County Hall.
Fire
In the event of the fire alarm sounding, leave the building immediately by the nearest
available exit following the fire exit signs. If doors fail to unlock press the Green
break glass next to the door. Do not stop to collect personal belongings; do not use
the lifts; and do not re-enter the building until told to do so. Assemble either on the
cobbled car parking area adjacent to the administrative buildings or in the car park
behind Bellair.
First Aid
Contact Main Reception (Extension 2504) for a trained first aider.
Mobile Phones
Please switch off all mobile phones before entering the Committee Room or Council
Chamber
Alternative Formats

If anyone needs a copy of an Agenda and/or a Report in
another format (e.g. large print, audio tape, Braille or other
languages), please contact the Customer Service Centre on
0345 155 1015 or email: committee@devon.gov.uk or write to
the Democratic and Scrutiny Secretariat in G31, County Hall,
Exeter, EX2 4QD.
Induction Loop available
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CT/21/86
Devon Pension Board
11th October 2021

REVIEW OF ATTENDANCE
Report of the County Treasurer

Please note that the following recommendations are subject to consideration and
determination by the Committee before taking effect.
Recommendation: that the Board be asked to review the attendance record in
accordance with the Terms of Reference
-----------------------------------------------------------------------------------------------------------1. Summary

1.1. The Devon Pension Board’s Term of Reference currently states that the
board will meet four times a year in addition to training events. Attendance
at these meetings and training events is recorded and reported.
2. Attendance Log

2.1. The Terms of Refence also states that the membership of any member who
fails to attend for two consecutive meetings or two consecutive training
events shall be reviewed by the Board and shall be terminated in the
absence of mitigating factors.
2.2. A log showing the attendance of both board meeting and training events is
attached in appendix 1 and should be reviewed by the board.
3. Future Board meetings

3.1. The Board, at its July meeting, requested that they discuss and consider
whether future meetings will continue to be held virtually or in person at
County Hall Exeter at the October meeting. Officers will update the board’s
Terms of Reference with any decision the Board makes accordingly.
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4. Conclusion

4.1. The Board is asked to review the attendance log in accordance with the
Pension Board Terms of Reference and discuss the format of future
meetings.

Mary Davis
County Treasurer
Electoral Divisions: All
Local Government Act 1972:
List of Background Papers - Nil
Contact for Enquiries: Charlotte Thompson
Tel No: 01392 381933
Room: G99
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Paul Phillips
Julie Bailey
Colin Shipp
Andy Bowan

Barnet waddingham CIFPA LGPS local pension board members annual event
Barnet waddingham CIFPA LGPS local pension board members annual event
Regular development in role as HRD
Barnet waddingham CIFPA LGPS local pension board members annual event
Mellowstreet Defined Benefit Indaba

na

Y
Y
Y
Y

Y
Y
Y
Y

Y

Y
Y
Y
Y

Y
Y
Y
Y

Other training attended during the year

Fund Members
Bowman
Shipp
Phillips
Bailey
Fund Employers
Slade (DCC)
Piper (South Devon Coll)
Hearn (Tavistock)
Randall Johnson (DCC)
Independent member
Nicholls

Board Meeting

26/04/2021 13/07/2021

Board Member Attendance 2021/22

Jun-21
Jul-21

Jun-21
Jun-21

APPENDIX 1
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CT/21/87
Devon Pension Board
11th October 2021

DEVON PENSION BOARD BUDGET MONITORING 2021/22 – MONTH 6
Report of the County Treasurer
Please note that the following recommendations are subject to consideration and
determination by the Pension Board before taking effect.
The Board notes that the Devon Pension Board budget monitoring statement for
month 6.
--------------------------------------------------------------------------------------------------------------1.

Summary
1.1. A budget of the direct costs for the Devon Pension Board for 2021-22 was
agreed by the Board at its meeting on 26th April 2021.

2. Devon Pension Board Budget Monitoring Statement – Month 6

2.1. The budget monitoring statement for month 6 (as at the 30th September
2021) is set out below.
2.2. The training and travel budget remains under budget due to the continued
pandemic which has resulted in continued online sessions and often free
webinars.
2.3. The printing and postage budget had originally contained provision for
costs for board email address though an alternative solution has been
found.
Devon Pension Board Budget 2021/22
Forecast
Outturn
2020/21

Proposed
Budget
2020/21

Description

£

1,563
158
3,500
34,449
0
39,670

Actual

Forecast

£

Training
Travel and Member expenses
Committee Support
Officer Support
Printing and Postage
Total Expenditure
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5,000
1,500
3,500
34,500
1,500
46,000

396
5
3,500
17,223
0
21,121

2,000
1,000
3,500
34,500
750
41,750
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3. Conclusion

3.1. The Board is asked to note the monitoring report.
Mary Davis
County Treasurer
Electoral Divisions: All
Local Government Act 1972:
List of Background Papers - Nil
Contact for Enquiries: Charlotte Thompson
Tel No: 01392 381933
Room: G99
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CT/21/88
Devon Pension Board
11th October 2021
BREACHES REPORT 2020/21
Report of the County Treasurer

Please note that the following recommendations are subject to consideration and
determination by the Board before taking effect.
Recommendation: the Board notes the report.
~~~~~~~~~~~~~~~~~~~~
1.

INTRODUCTION

1.1

The Pensions Act 2004 imposes a requirement to report a breach of the law
to The Pensions Regulator as soon as is reasonably practicable.

1.2

This requirement applies to all individuals with a role in the LGPS (including
members of the Local Pension Board, Investment and Pension Fund
Committee and officers) who have a duty to report breaches of the law when
they have reasonable cause to believe that a breach has occurred.

2.

BREACHES LOG

2.1.

The Pensions Regulator is responsible for the oversight of public sector
pension schemes. Codes of Practice issued by The Pensions Regulator
include practical guidance and set out expected standards and best practice
in reporting breaches of material significance.

2.2.

Peninsula Pensions’ Breaches Policy and procedures have been designed to
comply with the guidance provided by the Pensions Regulator and to ensure
that Devon Pension Fund follows best practice in this area.

2.3.

A breach is likely to be of material significance to the Regulator where it was
caused by:







2.4.

acting, or failing to act, in deliberate contravention of the law;
dishonesty;
incomplete or inaccurate advice;
poor administration;
poor governance;
slow or inappropriate decision-making practices.

Breaches that are determined not to be of material significance to the
Regulator will not be reported but must still be recorded in the Breaches Log.
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2.5.

The Breaches Log for 2020/21 is attached at Appendix 1 to this report.
Members should note that the 3 breaches recorded are considered not to be
of material significance to The Pensions Regulator and therefore have not
been reported.

3.

CONCLUSION

3.1

The Board is asked to note the report.

Mary Davis
County Treasurer
[Electoral Divisions: All]
LOCAL GOVERNMENT ACT 1972:
LIST OF BACKGROUND PAPERS: NIL
Contact for Enquiries: Dan Harris
Tel No: 01392 383000
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Ongoing LGPS Administration

Active Member Annual Benefit
Statements due to be issued by
31st August 2020: 36,643

Aug-2021 LGPS Administration

TOTAL: 43,631

Undecided Leaver Members:
2,191

Deferred Members: 41,440

Deferred Member Annual Benefit
Statements due to be issued by
31st August 2021:

Low Priority Cases (170)
Estimates (Other): 57
Interfund In: 6
Interfund Out: 2
Pension Top Up: 1
Transfer-Ins: 13
Transfer Outs: 91

Medium Priority Cases (769)
Amalgamations: 305
Deferred: 431
Divorce: 1
Estimates (Member): 22
Estimates (Employer): 1
General: 9

High Priority Cases (13)
Retirements (Preserved Benefit): 13

When considered against the
Disclosure of Information Regulation,
a total of 952 cases were overdue
for action as at 31/03/21, as set out
below:

A total of 10 Annual Benefit
Statements were not issued by the
deadline for active members.

Status 4 (deferred members): 0
Status 2 (undecided leaver): 3,730

This figure consists of the following:

A total of 3,730 Annual Benefit
Statements were not issued by the
31/08/2021 deadline for non-active
members.

Each of the 13 High Priority
Cases were processed within
a month of the Disclosure of
Information Regulations
deadline.

The bulk of outstanding cases
are in respect of
amalgamations (305) and
deferred cases (431). These
delays mean that affected
members will not be able to
check:
• personal data is complete
and accurate
• correct contributions have
been credited
• what their pension may be
at retirement

The member has
been unable to check:
• personal data is complete
and accurate
• correct contributions have
been credited
• what their pension may be
at retirement

The member has
been unable to check:
• personal data is complete
and accurate
• correct contributions have
been credited
• what their pension may be
at retirement

Description and cause of breach
(include relevant scheme details i.e.
Category (e.g.
Devon LGPS/Somerset LGPS - NB DSFRS / Possible effect of breach and
administration/contributions/funding/i
GFRS / ASP are all advised of breaches wider implications
nvestment/criminal activity)
to considering/reporting on their own
scheme manager breach log)

Aug-2021 LGPS Administration

Date

Record of Breaches 2020-21

A letter was sent to all
scheme members that
we were unable to
provide an ABS,
explaining why this was
not possible.

n/a
A failure by some participating employers to
act in accordance with scheme procedures.

Traffic light system colour

The Pensions Regulator has confirmed that
administrators should focus their efforts on the
following key areas during the lockdown restrictions
resulting from COVID-19:
• benefits need to be paid
• the risk of scams needs to be minimised
• employers need to continue contributing
• savers need support to make good decisions in
these challenging circumstances
• some administrative breaches of the law may
occur and we will maintain a proportionate and fair
approach to any action we may take

Team performance is reported internally on a
weekly basis and presented to the Pension Board
and management team on a regular basis.

The number of cases outstanding has reduced
significantly following the restructure of the service
in 2018, although the team has experienced an
increase in work volumes during the pandemic. A
continuous improvement approach has been
implemented to our processes, which are regularly
reviewed to ensure they are as effective and
efficient as possible.

The administration system is now set up to
ensure that cases are processed in order of
priority and action date to ensure that we are
better placed to meet the requirements of
the Disclosure of Information Regulations.

We are also making greater use of
technology, which has been vital during the
pandemic, and are offering focussed training
for employers to improve the efficiency of
processes. A Service Improvement Plan is in
place and progress against this is monitored
by the Senior Management Team.

significant recruitment drive over the past few
years, and has increased the focus on training
and staff performance. Processes have been
reviewed and refined, and a full training
package is now delivered to new and existing
members of staff.

Peninsula Pensions was unable to issue an
Annual Benefit Statement to 10 members as
Less than 0.03% of ABS were not issued.
the members are currently involved in a TUPE
transfer which has not yet been completed
The 10 statements that have not been issued are all and data is outstanding.
in respect of members pending a TUPE transfer
where data is outstanding.
The 10 members have been contacted to
explain the reasons why they have not been
provided
a statement.
Peninsula with
Pensions
has undertaken a
Not reported.

Not reported.

Deferred members and undecided leavers are not
covered by The Pensions Regulator and therefore
do not constitute a breach.

Peninsula Pensions is unable to issue Annual Benefit
Statements for Status 2 records (undecided leaver).
For these cases, the member has left employment
but is undecided as to the action
that they want to take with regard to their pension
benefits or there may be information outstanding
from the employer. We are working with employers
to introduce monthly interfacing, which should
reduce the number of Status 2 records.

Statements were uploaded via our online Member
Self Service portal for any member that we do not
hold a current address for. We are working with a
tracing company to attempt to locate members
with missing or incorrect addresses.

Annual Benefit statements for all Status 4 records
(deferred members) were issued either
electronically or by post by the 31st August 2021
deadline.

Not reported

Reaction of relevant parties Reported/Not reported (with justification if not reported
to breach
and dates)

n/a

n/a

n/a

Outcome of
report and/or
investigations

Peninsula Pensions is tackling
the priorities as set out by The
Pensions Regulator during
COVID-19. We are also
continuing with actions set out
in the Service
Improvement Plan including
employer training &
communications, staff training,
revised procedures,
implementation of
technological solutions
(enhanced member selfservice, enhancements to
employer self-service, employer
interfaces, immediate
payments, enhanced reporting,
etc.) We have also taken
measures to ensure that the
team has been able to adapt
to the new ways of working
resulting from the pandemic
and operate business as usual.

Peninsula Pensions is working
with the employers involved in
the TUPE process. Statements
will be provided to members
once the process is completed.

3) Employers are in the process
of completing a historic data
sign off exercise. Once
completed, the employer will
move to monthly data
submissions which will help to
reduce the number of Status 2
records - in progress. Target
date for completion 31/03/2022

2) MSS updated with improved
address functionality which will
improve data quality completed August 2021.

1) Address tracing company
appointed to locate members
with missing/incorrect address
information - in progress and
ongoing.

Actions

Comments
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CT/21/89
Devon Pension Board
11th October 2021

MONITORING OF CONTRIBUTIONS
Report of the County Treasurer
Please note that the following recommendations are subject to consideration and
determination by the Committee before taking effect.
Recommendation: that the Board be asked to note the actions taken to monitor the
contributions.
--------------------------------------------------------------------------------------------------------------1. Introduction

1.1. This report is to update the Pension Board on the current procedures for
monitoring of timely payment of contributions from employers
1.2. Employers are required to make their monthly contributions to the fund by
the 7th of the month in accordance with the Administering Authority
discretions. The legal deadline is however later than this on the 19th of
month where payment is made by cheque or 21st of the month where
payment is made electronically.
1.3. Where contributions are received after the legal deadline and the Authority
considers that late payment is of material significance, we have the duty to
notify the Pensions Regulator of the employer’s failure to meet the legal
deadline.
2. Monitoring process

2.1. Employers are required to submit a remittance advice with their
contributions. The Finance team within Peninsula Pensions record the
payments received onto the Fund’s finance system. Staff in the investment
team update a database which records the contributions and also checks
that they are in line with the rate certified by the actuary.
2.2. The date that the contribution was received is also recorded in order to
monitor compliance with the legal requirements.
2.3. The table below shows a summary of the monthly contributions received in
Q1 2021/22. For each scheme employer, 3 contributions would be recorded
and included in the table below except for those employers who left the fund
during the period.
2.4. Of the contributions received late, these were in the main one off events for a
number of employers rather than repeat offenders and often received just
after the deadline. No action was taken to report these to the Pensions
Regulator.
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2.5. Of the 16 late contributions, 8 related to one contractor who has multiple
admission agreements in the fund and unfortunately both April and May
contributions were both late. Contributions are now up to date and all have
since been received on time.

Employer by
monthly
contribution
size

Paid on or
before 7th of
the month

Paid after 7th
but on or
before 19th

Paid after
19th

Not paid

£1 - £1000
(43)

66

51

8

0

£1001 - £10k
(106)

267

44

7

0

£10k - £50k
(63)

170

19

0

0

£50k+ (152)

102

11

1

0

TOTAL

605

125

16

0

Conclusion
1.1. The Board is asked to review and note the contribution monitoring record.

Mary Davis
County Treasurer

Electoral Divisions: All
Local Government Act 1972:
List of Background Papers - Nil
Contact for Enquiries: Charlotte Thompson
Tel No: 01392 381933
Room: G99
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CT/21/90
Devon Pension Board
11 October 2021

PENSION FUND RISK REGISTER
Report of the County Treasurer

Please note that the following recommendations are subject to consideration and
determination by the Board before taking effect.
The board is recommended to note the Pension Fund Register and the additional
actions proposed to mitigate risk.
~~~~~~~~~~~~~~~~~~~~
1.

Introduction

1.1

Effective risk management is an essential part of any governance framework
as it identifies risks and the actions required to mitigate their potential impact.
For a pension fund, those risks will come from a range of sources including
the funding position, investment performance, membership changes, benefits
administration, costs, communications and financial systems. Good
information is important to help ensure the complete and effective
identification of significant risks and the ability to monitor those risks. The
risks that have been identified are incorporated into the Fund’s Risk Register.

1.2

The Pension Board monitors the Risk Register as part of its scrutiny role in
relation to risk and compliance, and will raise any specific concerns to the
Investment and Pension Fund Committee, as necessary. The Board
previously considered the Risk Register at its meeting on 13th July 2021, and
comments made at board meetings have been taken on board in updating
the register.

1.3

The Risk Register is attached at Appendix 1 to this report. It highlights the
key risks in relation to the Pension Fund, the current processes in place to
mitigate the risk, and the planned improvements in place to provide further
assurance. It incorporates the risk register of both the Investments Team and
Peninsula Pensions.

1.4

The Investment and Pension Fund Committee is the ultimate risk owner for
the Pension Fund and last reviewed the Risk Register in September 2021.

2.

Assessment of Risk

2.1

Risks are assessed in terms of the potential impact of the risk event should it
occur, and in terms of the likelihood of it occurring. These are then combined
to produce an overall risk score. Each risk is scored assuming no mitigation,
and then on the basis of the mitigation in place.
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2.2

In addition to the current mitigation in place, further actions are planned to
provide a greater level of assurance, and these are detailed together with the
planned timescale for the action to take place. The level of risk will be
reviewed once these additional actions have been implemented. As a result
of the incorporation of the risk register into the Authority’s risk management
system, there is now a more rigorous system in place for regular review of the
risks identified, enabling better risk management.

2.3

Further risks are likely to arise from future decisions taken by the Investment
and Pension Fund Committee, and from changes in legislation and
regulations. Where such new risks arise, they will be added to the risk
register, assessed, and mitigation actions identified.

3.

Revisions to the Risk Register

3.1

The Risk Register is reviewed and updated on an ongoing basis during the
year. The Pension Board highlighted a number of areas where additional
plans had now been completed or dates had slipped, and the Risk Register
has been amended to take those additional plans into account.

3.2.

Several risks have been reviewed since the last Board meeting which is
reflected in their review dates logged on the register.

3.3

Risk PP17 regarding the failure of the Pensions Administration System has
been reviewed by officers and the post mitigation risk score reduced due to
medium. This is due to assessing the likelihood of such an event as ‘Rare’
rather than ‘Unlikely’.

3.4.

Risks B1 and B2 have been removed. These related to the transition of
assets to the Brunel Pension Partnership. The transition process has now
been completed, and therefore the associated risks can be removed.

3.5.

Taking account of the revisions above there are now 44 risks recorded in the
Risk Register, 26 of which relate to Devon Pension Fund management and
18 to Peninsula Pensions. The following table summarises the number of
risks assigned to low, medium and high-risk scores, before and after
mitigation.

Risk Category
Devon Pension Fund
High
Medium
Low
Peninsula Pensions
High
Medium
Low

Number of
Inherent Risks
Identified

Number of Risks
following mitigating
action

9
15
2

3
4
19

3
7
8

0
4
14
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3.5

Across Devon Pension Fund management and Peninsula Pensions, action
taken to mitigate risks has reduced the number of high risks from 12 to 3. The
remaining high risks are in respect of:
 Market Crash leading to a failure to reduce the deficit.
 Investment strategy not providing sufficient returns longer term.
 Cost implications of the McCloud judgement.

4.

Conclusion

4.1

The Committee are asked to approve the Pension Fund Risk Register, and
the additional actions proposed to mitigate risk.

Mary Davis
County Treasurer
Electoral Divisions: All
Local Government Act 1972:
List of Background Papers: Nil
Contact for Enquiries: Charlotte Thompson
Tel No: 01392 381933 / 01392 383621 Room: G99
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Not started

Overdue (0 - 0)

Green

Low (1 - 9)
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Notes
13/08/2019 - Risk wording updated and category
added.
29/08/2019 - Risk wording updated

Red

High (15 - 23)

Completed

Very high (24 30)

Mitigating controls
Green Staff are kept up to date with changes to
legislative requirements via network meetings,
professional press, training and internal communication
procedures.
Green Pension Fund financial management and
administration processes are maintained in accordance
with the CIPFA Code of Practice, International Financial
Reporting Standards (IFRS), and the DCC Financial
Regulations.
Green Regular reconciliations are carried out between
in-house records and those maintained by the custodian
and investment managers.
Green Internal Audits are carried out on an annual basis.
Green External Audit review the Pension Fund’s
accounts annually.

Amber

Medium (10 - 14)

Status and Risk owner
Inherent status : 12 Medium
Current status : 9 Low
Risk owner: Mark Gayler
Cause:
Lack of training/awareness around pension fund Accountable officer: Angela Stirland
accounting regulations.
Category: Compliance
Event:
Last review: 1 September 2021
Non compliance with accounting regulations and Latest review details
fin regs.
Controls reviewed and confirmed
Impact:
Reputational damage.
Qualified accounts.

Risk details
A1: Accounting

Mitigating controls

Risk status
(score)

Risks: Pensions
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Status and Risk owner
Inherent status : 16 High
Current status : 12 Medium
(Unchanged)
Cause:
Ineffective governance of Brunel or departure of Risk owner: Mark Gayler
key people from Brunel
Accountable officer: Mark Gayler
Event:
Category: Operational
Ineffective management of the Fund’s investments Last review: 02 Jul 2021
or at the extreme breakup of the partnership.
Latest review details
Impact:
Some key issues of concern were
Significant costs to the Fund and financial loss.
addressed through a review of
Reputational damage.
governance which has now
concluded. This has resulted in
revisions to the shareholders
agreement which have now been
agreed by each participating
administering authority
Cm1: Communication
Inherent status : 12 Medium
Current status : 9 Low (Unchanged)
Risk owner: Mark Gayler
Cause:
Inadequate communications plan and/or
Accountable officer: Charlotte.
insufficient resource to action.
Thompson
Event:
Category: Operational
Insufficient communication and engagement with Last review: 02 Jul 2021
pension fund stakeholders.
Latest review details
Impact:
Controls reviewed and confirmed
Damage to reputation.
Uniformed policy decisions.
Non compliance with legislation/best practice.

Risk details
B3: Brunel Pension Partnership

Page 17

Notes
13/08/2019 - Risk wording updated and category
added.

Completed A communications strategy is in place and
was last reviewed and updated in November 2018.
Green The Devon Investment Services and Peninsula
Pensions websites are kept up to date.
Green Fund Performance is reported to the Investment
& Pension Fund Committee on a regular basis.
Green Meetings are held regularly with the Fund’s
Employing Authorities.
Green Benefit illustrations are sent annually to
contributing and deferred Fund members.
Green The contact list for employers is updated
regularly.
Green Annual forums are held for employers and
scheme members.
Green The annual report and accounts are published on
the Devon Pension Fund website.

Mitigating controls
Completed Shareholder agreement in place sets out
governance framework.
Green Strong team now in place at Brunel, so not
dependent on one or two key individuals.
Green Brunel have their own risk register which is
regularly monitored both by the Brunel Board and the
Oversight Board and Client Group.
Completed Governance review resulted in changes to
the shareholder agreement which is now agreed by all
shareholders.
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Status and Risk owner
Inherent status : 12 Medium
Current status : 9 Low (Unchanged)
Risk owner: Mark Gayler
Accountable officer: Charlotte.
Thompson
Category: Operational
Last review: 02 Jul 2021
Latest review details
Controls reviewed and confirmed

Mitigating controls
Green The custodian contract is subject to regular
review and periodic re-tendering by the Brunel Pension
Partnership.
Completed Following the formation of the Brunel
Pension Partnership, State Street were appointed as
Third Party Administrator, and will provide a custody
service to each of the Brunel client funds. The
procurement process included an assessment of their
financial standing.
Green The custodian must adhere to FCA and PRA
financial regulations.
Green Fund assets are protected in the event of
insolvency of the custodian

Notes
13/08/2019 - Risk wording updated and category
added.
29/08/2019 - Risk wording updated.
D1: Data Protection
Inherent status : 9 Low
Completed It is a mandatory requirement for all DCC
Current status : 6 Low (Unchanged) employees to undertake Data Protection training and to
Risk owner: Charlotte. Thompson
adhere to DCC's data protection policy.
Cause:
Failure to secure and maintain pension fund
Accountable officer: Mark Gayler
systems.
Category: Operational
Event:
Last review: 04 Dec 2020
Loss of sensitive data.
Latest review details
Impact:
Review of controls
Reputation risk. Financial loss arising from legal
action.

Cause:
Changing economic climate, fraud or changing
financial position of the Custodian.
Event:
Failure of Pensions custodian.
Impact:
Financial loss.
Failure to decrease deficit.
Adverse media interest/damage to reputation.

Risk details
Cu1: Custody
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Notes
13/08/2019 - Risk wording updated and category
added.
29/08/2019 - Risk wording updated.
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Status and Risk owner
Mitigating controls
Inherent status : 16 High
Green The Investment Strategy is set in accordance with
Current status : 12 Medium
LGPS investment regulations.
(Unchanged)
Cause:
Green The Investment Strategy is reviewed, approved
The committee Members and Investment Officers Risk owner: Mark Gayler
and documented by the Investment and Pension Fund
have insufficient knowledge of financial markets Accountable officer: Charlotte.
Committee.
and inadequate investment and actuarial advice Thompson
Green The Investment Strategy takes into account the
received.
Category: Financial
Fund’s liabilities.
Event:
Last review: 13 May 2021
Green DCC employ an external investment advisor who
The committee Members and Investment officers Latest review details
make inappropriate decisions.
Controls reviewed. Training can be provides specialist guidance to the Investment and
Impact:
delivered virtually where required. Pension Fund Committee regarding the investment
Poor fund performance/financial loss. Increased Following the 2021 elections there strategy.
employer contribution costs.
will be several new members of the Green An Annual Training Plan has been agreed for
Committee and effective induction of 2021/22.Training programmes are available for
Notes
the new members will be crucial to Committee Members and Investment Staff. This can be
13/08/2019 - Wording of risk updated and
mitigate the risks around lack of
delivered virtually where required
category added.
knowledge.
Green Members and Officers are encouraged to
25/02/2020 - Wording of mitigation updated to
challenge advice and guidance received when necessary.
reflect delay in producing handbook due to delay
Green Sharepoint site dedicated to training and
in new website
knowledge in development and will be used for new
members to the board and committee in 2021.
Green An induction session and pack will be provided
for new members of the Committee and Board.

Risk details
F 1: Funding and Investments
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Inherent status : 20 High
Current status : 15 High
(Unchanged)
Cause:
The Pension Fund's investment strategy and /or Risk owner: Mark Gayler
Fund Managers fail to produce the required
Accountable officer: Mark Gayler
returns.
Category: Financial
Event:
Last review: 1 September 2021
The Pension Fund has insufficient assets to meet Latest review details
its long term liabilities.
Returns during 2019/20 were
Organisational changes / manager departures at a severely impacted as a result of the
Fund Manager damage performance.
Coronavirus COVID-19 pandemic.
Impact:
Markets have subsequently
Financial loss.
recovered with a return of over 20%
Insufficient funds available to meet future
in the nine months to December
obligations.
2020, and the roll out of the
vaccination programme has
Notes
provided more hope to investors. It
13/08/2019 - Wording of risk updated and
is still likely that there will be a long
category added.
lasting impact on the global
economy, however the mitigations
are still relevant re longer term
performance.

F 2: Funding and Investments

Green Triennial actuarial valuations provide periodic
indications of the growth in assets against liabilities.
Employer contribution rates are set in response to this.
The 2019 actuarial valuation includes provision for the
fund to achieve full funding over 19 years.
Green The funding level is updated on a quarterly basis,
based on roll forward of the Triennial valuation data
and subsequent investment returns, pension and salary
increases and reported to the Committee.
Green The investment strategy is reviewed annually by
the Pension Fund Committee with advice from the
External Investment Advisor to determine whether any
action needs to be taken to amend the fund’s asset
allocation strategy.
Green The Fund's investments are diversified across a
range of different types of assets to minimise the impact
of losses in individual markets.
Green Fund-specific benchmarks and targets are set.
Green Fund assets are kept under regular review as part
of the Fund’s performance management framework.
Green Fund managers have been thoroughly vetted
prior to appointment and performance is reviewed
regularly against the benchmark and performance
objectives, and this is reported to Committee.
Appropriate action may be taken if it is considered that
an Investment Manager is underperforming.
Completed The depth of expertise in the fund managers'
teams have been assessed as part of the appointment
process.
Green Performance targets are agreed by the
Investment and Pension Fund Committee and are based
upon recommendations provided by the DCC in-house
Investment Team and our external investment advisor.
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Risk details

Status and Risk owner

Mitigating controls
Green The Investment and Pension Fund Committee
have the power to terminate a fund manager's contract
if it is deemed that the manager has not performed as
expected, or there are concerns about future
performance due to organisational change / manager
departures.
Completed External review of the Fund's investment
strategy is commissioned on a regular basis. Mercers
underrtook an investment strategy review in 2016,
which was then refreshed in February 2019. The 2019
report and recommendations were presented to the
Investment and Pension Fund Committee in February
2019.
Green From April 2018, responsibility for new fund
manager appointments and monitoring of the new
managers appointed transferred to the Brunel Pension
Partnership. The Devon Fund still has incumbent
managers to monitor, but will primarily need to focus on
monitoring of Brunel's performance.
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Notes
13/08/2019 - Risk wording updated and category
added.

Cause:
Investment arrangements are structured poorly.
Event:
The fund is exposed to unnecessary risks and
avoidable costs.
Impact:
Financial loss.

Risk details
F 3: Funding and Investments

Status and Risk owner
Inherent status : 10 Medium
Current status : 8 Low (Unchanged)
Risk owner: Mark Gayler
Accountable officer: Mark Gayler
Category: Operational
Last review: 1 September 2021
Latest review details
Controls reviewed and confirmed.

Mitigating controls
Green The Fund's investments are diversified across a
range of different types of assets to minimise the impact
of losses in individual markets.
Green IMA disclosure tables are reviewed to ensure best
execution by managers.
Green The new cost transparency initiative should
ensure full transparency of costs
Green Specialist services (e.g. transitions, currency
transfers) are considered where appropriate in order to
reduce costs.
Green Banking and custodian arrangements are
reviewed and re-tendered when appropriate.
Green The Brunel Pension Partnership has been set up
as part of the investment pooling requirements of
Government. The investment arrangements under
Brunel should provide for improved risk management
and better risk adjusted investment returns
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Notes
13/08/2019 - Risk wording updated and category
added.
29/08/2019 - Risk wording updated

Cause:
Inadequate risk management policies on
Environmental, Social and Governance Issues.
Lack of awareness/training.
Event:
The fund fails to manage environmental, social
and governance risks.
Impact:
Financial loss.
Damage to reputation.

Risk details
F 4: Funding and Investments

Status and Risk owner
Inherent status : 15 High
Current status : 8 Low (Unchanged)
Risk owner: Mark Gayler
Accountable officer: Mark Gayler
Category: Operational
Last review: 1 September 2021
Latest review details
Controls reviewed and updated

Mitigating controls
Green The Fund requires the Brunel Pension
Partnership, and its other fund managers, to monitor
and manage the risks associated with ESG issues, and
will review with managers on a regular basis how they
are managing those risks. Brunel has a leading
reputation for responsible investment.
Green The Fund will engage (through Brunel, its asset
managers, the Local Authority Pension Fund Forum or
other resources) with investee companies to ensure
they can deliver sustainable financial returns over the
long term.
Green The Fund holds annual meetings for both
employers and scheme members to provide the
opportunity for discussion of investment strategy and
consideration of non-financial factors.
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Notes
13/08/2019 - Risk wording updated and category
added.

Cause:
Collapse of a fund manager.
Fraudulent activity (Internal/external).
Event:
Negligent or wilful loss of pension funds.
Impact:
Inability to meet financial obligations.

Risk details
F 5: Funding and Investments

Status and Risk owner
Inherent status : 12 Medium
Current status : 9 Low (Unchanged)
Risk owner: Mark Gayler
Accountable officer: Mark Gayler
Category: Financial
Last review: 1 September 2021
Latest review details
Controls reviewed and updated

Mitigating controls
Green The Fund has considered the financial stability of
managers during past appointment processes and the
situation is kept under review. Future selection
processes will be the responsibility of the Brunel
Pension Partnership. When Brunel is selecting managers
we would expect them to consider financial stability of
those managers, and will work with other Brunel clients
to ensure that Brunel has in place robust procedures to
do so.
Completed DCC use a global custodian service to ensure
that there exists a separation of investment
management arrangements from custody of assets.
Completed Legal requirements are in place for fund
managers and are set out in the investment
management agreements.
Green Fund managers are required to be fully compliant
with FCA, PRA and other regulatory requirements.
Green The risk that a fund manager cannot provide a
service during windup is mitigated by the availability of
transition management arrangements put in place by
the Brunel Pension Partnership.
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Status and Risk owner
Mitigating controls
Inherent status : 20 High
Green The fund is well diversified and consists of a wide
Current status : 16 High
range of asset classes which aims to mitigate the impact
(Unchanged)
of poor performance from an individual market
Cause:
Global financial crisis.
Risk owner: Mark Gayler
segment.
Substantial political changes.
Accountable officer: Mark Gayler
Amber Investment performance reporting and
Event:
Category: Financial
monitoring arrangements exist which provide the
The market crashes, reducing the value of
Last review: 1 September 2021
committee and investment officers with the flexibility to
investments.
Latest review details
rebalance the portfolio in a timely manner.
Impact:
Markets incurred significant losses
Green The long term nature of the liabilities provides
The deficit increases, or there is a failure to
as a result of the Coronavirus COVIDsome mitigation, in that markets tend to bounce back
reduce the deficit.
19 pandemic. This had a significant
after crashes, such that the impact is significantly
Financial loss.
impact on the value of the Fund as at
reduced.
Increased employer contribution costs.
31 March 2020. Markets have
subsequently recovered and the roll
Notes
out of the vaccination programme
13/08/2019 - Risk wording updated and category has provided hope to investors.
added.

Risk details
F 6: Funding and Investments
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Status and Risk owner
Inherent status : 12 Medium
Current status : 9 Low (Unchanged)
Risk owner: Mark Gayler
Cause:
Substantial changes to UK or global economies. Accountable officer: Mark Gayler
Event:
Category: Strategic
Pay and price inflation are higher than anticipated. Last review: 21 Jul 2021
Impact:
Latest review details
There is an increase in liabilities which exceeds Controls reviewed and updated. the
the previous valuation estimate.
Bank of England's central
expectation is still that CPI inflation
Notes
will be in a range between 1.5% and
13/08/2019 - Risk wording updated and category 2.5%
added.

Risk details
F 7: Funding and Investments

Mitigating controls
Green The triennial actuarial valuation review focuses
on the real returns on assets, net price and pay
increases.
Green Employers pay for their own salary awards and
are reminded of the geared effect on pension liabilities
of any bias in pensionable pay rises towards longer
serving employees.
Green The Fund is increasing its target allocation to
investments in infrastructure funds with inflation linked
returns, to act as a hedge against inflation increases.
Green The Committee has received training on
understanding liabilities and potential approaches to
Liability Driven Investment.
Completed Hymans Robertson were commissioned to
produce a report which reviewed the strategy for the
fixed interest and its role in managing inflation risk. The
report was presented to the I&PFC in September 2015,
and recommendations partly implemented. This issue
was also addressed in the strategic review carried out
by Mercer in 2016/17 and the refresh in 2018/19.
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Status and Risk owner
Inherent status : 12 Medium
Current status : 6 Low (Unchanged)
Risk owner: Charlotte. Thompson
Accountable officer: Mark Gayler
Category: Strategic
Last review: 1 September 2021
Latest review details
Controls reviewed and confirmed

Notes
13/08/2019 - Risk wording changed and category
added.
F 9: Funding and Investments
Inherent status : 16 High
Current status : 9 Low (Unchanged)
Risk owner: Mark Gayler
Cause:
The average life expectancy of pensioners is
Accountable officer: Mark Gayler
greater than assumed.
Category: Strategic
Event:
Last review: 1 September 2021
The actuarial assumptions are incorrect.
Latest review details
Impact:
Controls reviewed and updated
There is an increase in liabilities which exceeds
the previous valuation estimate.

Cause:
Public services are cut and ill health increases.
Event:
There is an increase in the number of early
retirements.
Impact:
There is an increase in liabilities which exceeds
the previous valuation estimate.

Risk details
F 8: Funding and Investments
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Notes
13/08/2019 - Risk wording updated and category
added.

Green Life expectancy assumptions are reviewed at each
triennial valuation. For the 2022 Valuation this will
include a review of the impact of COVID19 on mortality.
Green Mortality assumptions include an allowance for
future increases in life expectancy.

Mitigating controls
Green Employers are charged the extra capital cost of
non ill health retirements following each individual
decision.
Green Employer ill health retirement experience is
monitored.
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Status and Risk owner
Mitigating controls
Inherent status : 12 Medium
Completed The team has procedures in place to monitor
Current status : 9 Low (Unchanged) the receipt of contributions to the fund.
Risk owner: Mark Gayler
Cause:
Green The team communicates regularly with scheme
Inadequate training.
Accountable officer: Martyn Williams employers to ensure that contributions are made in a
Availability of staff.
Category: Operational
timely manner and are recorded accurately.
Cashflow issues for employers
Last review: 13 May 2021
Green Details of any outstanding and overdue
Event:
Latest review details
contributions are recorded and appropriate action is
Scheme employers' contributions to the Fund are Controls reviewed. The risk of
taken in order to recover payments.
not received, processed and recorded completely employers being impacted by the
and accurately.
Coronavirus COVID-19 pandemic
Impact:
and being unable to meet their
There are increased costs across all remaining
obligations to pay contributions
scheme employers.
payments seems to have receded
with no noticeable impact to date.
Notes
13/08/2019 - Risk wording updated and category
added.

Risk details
F10: Funding and Investments
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Notes
13/08/2019 - Risk wording updated and category
added.

Status and Risk owner
Inherent status : 12 Medium
Current status : 6 Low (-3 )
Risk owner: Charlotte. Thompson
Cause:
An employer ceases to exist with insufficient
Accountable officer: Mark Gayler
funding available to settle any outstanding debts, Category: Financial
or refuses to pay the cessation value.
Last review: 01 Jul 2021
Event:
Latest review details
Departing employer does not fully meet their
Controls updated following the
liabilities.
committee approval of the new
Impact:
Deferred Debt and Debt spreading
Increased costs across the remaining scheme
agreements policies.
employers.

Risk details
F11: Funding and Investments

Mitigating controls
Green Vetting prospective employers before admission
and ensuring that they fully understand their
obligations. Applications for admission to the Fund are
considered carefully and a bond or guarantee is put into
place if required.
Green The Actuary has an objective of keeping
contributions as stable as possible whilst ensuring the
long term solvency of the Fund.
Green Outstanding liabilities will be assessed and
recovered from any successor bodies or spread amongst
remaining employers.
Green The actuarial valuation attempts to balance
recovery period with risk of withdrawal.
Green If necessary, appropriate legal action will be
taken.
Completed An Employer Covenant Risk Assessment was
undertaken by the Fund Actuary, Barnett Waddingham,
in conjunction with the 2019 Triennial Valuation of the
Fund.
Green Bond levels for each relevant employer are reassessed following each triennial actuarial valuation.
Green Following changes to regulations, new policies
have been put into place with regard to Deferred Debt
and Debt Spreading Agreements. These will assist in
managing exiting employer deficits.
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Status and Risk owner
Mitigating controls
Inherent status : 12 Medium
Amber The long term nature of the Fund's liabilities
Current status : 8 Low (-8 )
provides some mitigation, as the impact of "Brexit" will
Risk owner: Mark Gayler
reduce over time.
Cause:
Significant economic instability and slowdown as a Accountable officer: Mark Gayler
Green Diversification of the Fund's investments across
result of the decision to leave the European
Category: Financial
the world, including economies where the impact of
Union,
Last review: 14 Jan 2021
"Brexit" is likely to be smaller.
Event:
Latest review details
Lower investment returns.
A deal was agreed at the end of
Impact:
December, which has significantly
Financial loss, and/or failure to meet return
reduced the level of uncertainty.
expectations.
However, there is still likely to be
Increased employer contribution costs.
some economic disruption as
arrangements settle down, and areas
Notes
not covered by the deal are
13/08/2019 - Risk wording updated and category addressed. However, the level of risk
added.
is now reduced.
29/08/2019 - Risk wording updated.
F14: Funding and Investments
Inherent status : 12 Medium
Amber The Government is likely to ensure that much of
Current status : 8 Low (Unchanged) current EU regulation is enshrined in UK law.
Risk owner: Mark Gayler
Cause:
Green Officers receive regular briefing material on
UK Leaving the EU.
Accountable officer: Charlotte.
regulatory changes and attend training seminars and
Event:
Thompson
conferences, in order to ensure that any regulatory
Updated Legislative and regulatory requirements. Category: Compliance
changes are implemented in the management of the
Impact:
Last review: 1 September 2021
Fund.
Additional work to ensure compliance.
Latest review details
Fines for noncompliance.
Controls reviewed and confirmed
Damage to reputation.
Loss of members.

Risk details
F13: Funding and Investments
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Notes
13/08/2019 - Risk wording updated and category
added.
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Notes
13/08/2019 - Risk wording updated and category
added.

Status and Risk owner
Inherent status : 12 Medium
Current status : 6 Low (Unchanged)
Risk owner: Mark Gayler
Cause:
There is a failure to meet the requirements of the Accountable officer: Mark Gayler
Markets in Financial Instruments Directive II.
Category: Strategic
Event:
Last review: 1 September 2021
The Devon fund is downgraded to retail client
Latest review details
status.
Controls reviewed and confirmed
Impact:
Assets are sold at less than fair value .
The Fund is unable to access a range of
investment opportunities.
Failure to meet return expectations.
Reduction in diversification.

Risk details
F15: Funding and Investments

Mitigating controls
Completed All the Fund's current fund managers and
financial counterparties have accepted Devon's
application for elective professional client status.
Green Robust training plan to ensure committee and
officers have required knowledge and experience to
meet the qualitative criteria to opt up.
Completed Availability of LGA template to enable the
Fund to make multiple applications to financial
institutions to opt back up to professional client status,
should any new applications or amendments be
required.
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Status and Risk owner
Mitigating controls
Inherent status : 16 High
Amber A level of prudence was incorporated into the
Current status : 15 High
2019 Triennial Valuation to take account of the potential
(Unchanged)
consequences of McCloud/Sargeant
Cause:
Remedies resulting from McCloud and Sargeant Risk owner: Mark Gayler
legal cases.
Accountable officer: Mark Gayler
Event:
Category: Strategic
Significant additional pension liabilities for the
Last review: 21 Jul 2021
Fund.
Latest review details
Impact:
The Government has confirmed, via
Increased employer contribution costs.
a ministerial statement, the key
elements of the changes to scheme
Notes
regulations which will be made in
13/08/2019 - Risk wording updated and category due course. Underpin protection will
added.
apply to LGPS members who meet
29/08/2019 - Risk wording updated.
the revised qualifying criteria.
However, regulations giving effect to
these changes will not be made until
after new primary legislation in
relation to public service pensions
has completed its passage through
Parliament and the Government’s
intention is that regulations will
come into force on 1st April 2023.

Risk details
F16: Funding and Investments
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Cause:
Climate Change
Event:
Impact on investee companies of the
consequences of climate change and the
transition to a low carbon economy
Impact:
Financial loss and/or failure to meet return
expectations
Increases employer contribution costs

Risk details
F17: Funding and Investments
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Cause:
Bank of England move to negative interest rates
Event:
Money Market funds go negative
Impact:
No or negative return on cash balances held
which could impact on investment returns

F18: Funding and Investments

Mitigating controls
Completed 100% of Brunel's portfolios, across all asset
classes, are carbon and climate aware. Consideration of
climate change impacts is fully embedded into their
manager selection process
Green Brunel integrates climate change into their risk
management process, using carbon footprinting,
assessing fossil fuel exposure and challenging managers
on physical risks, and seek to reduce unrewarded
climate and carbon risk.
Green The Devon Fund requires its non-Brunel
investment managers to take climate change risks into
account, engage with companies over their approach to
climate change issues and report back regularly.
Green The Devon Fund will undertake an annual
assessment of the carbon footprint of its investments.
The assessment as at 31 December 2020 showed a 37%
reduction in the Weighted Average Carbon Intensity of
the Fund's equity investments compared with 31 March
2019

Inherent status : 8 Low
Green Cash balances to remain low
Current status : 3 Low
Risk owner: Charlotte. Thompson
Accountable officer: Mark Gayler
Category: Financial
Last review: 02 Jul 2021
Latest review details
Inflationary pressures more likely to
cause a rise in interest rates though
no movement is expected until late
2022

Status and Risk owner
Inherent status : 16 High
Current status : 12 Medium
(Unchanged)
Risk owner: Mark Gayler
Accountable officer: Mark Gayler
Category:
Last review: 02 Jul 2021
Latest review details
Carbon footprint assessed as at 31
March 2019, 31 December 2019 and
31 December 2020, showing a total
of 37% reduction in Weighted
Average Carbon Intensity. The Fund
is targetting a 7% per annum
reduction in its carbon footprint on
an ongoing basis.
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Status and Risk owner
Inherent status : 12 Medium
Current status : 8 Low (Unchanged)
Risk owner: Mark Gayler
Cause:
The Administering Authority fails to have
Accountable officer: Charlotte.
appropriate governance arrangements, including Thompson
the requirement for a Pension Board.
Category: Strategic
Event:
Last review: 1 September 2021
The administering authority is non compliant with Latest review details
legislation and/or best practice.
Controls reviewed and confirmed
Impact:
There is an inability to determine policy.
There is an inability to make effective decisions.
There is an inability to deliver service.
Negative impact on reputation.

Risk details
G1: Governance Arrangements
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Notes
13/08/2019 - Wording of risk updated.

Mitigating controls
Completed DCC has produced a Governance Policy and
Compliance Statement, as required by regulation 31 of
the LGPS Regulations 2008.
Green The Governance Policy and Compliance
Statement is reviewed and updated regularly and
scheme employers are consulted to ensure that the
policy remains appropriate.
Completed The Statement is published on the Devon
Pensions website:
https://www.devonpensionfund.org.uk/fundpolicies/important-documents/
Green Pension fund stakeholders are made aware of the
Statement.
Completed DCC has appointed an Investment and
Pension Fund Committee to discharge the duties of the
Council as Administering Authority of the Pension Fund.
Green The Committee review and approve the annual
statement of accounts of the Devon Pension Fund,
consider whether appropriate accounting policies have
been followed and whether there are concerns arising
from the financial statements or from any audit that
need to be brought to the attention of the Council.
Completed A Pension Board has been established as
required by the Public Service Pension Act 2013.
Green Support and training are being provided to
ensure that the Board is equipped to undertake its role.
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Status and Risk owner
Inherent status : 12 Medium
Current status : 9 Low (Unchanged)
Risk owner: Mark Gayler
Cause:
Poor governance arrangements.
Accountable officer: Charlotte.
Event:
Thompson
The Investment and Pension Fund Committee and Category: Operational
Pension Board are unable to fulfil their
Last review: 05 Mar 2021
responsibilities effectively.
Latest review details
Impact:
Updated re Provision of on-line
Non-compliance with legislation and/or best
alternative means of delivering onpractice.
line training due to Coronavirus
There is an inability to determine policy, make
pandemic, and current position re
effective decisions and/or deliver service.
provision of web-based member
There is a risk to reputation.
handbook
Possibility of fines/sanctions.

Risk details
G2: Governance Arrangements
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Notes
13/08/2019 - Wording of risk updated and
category added.

Mitigating controls
Green The Committee has adopted the CIPFA Code of
Practice on Knowledge and Skills, and regular training is
provided to ensure that members have the level of
understanding required.
Green An Annual Training Plan is agreed by the
Committee and Pension Board on an annual basis. The
plan has been adapted to ensure provision of on-line
sessions given the Coronavirus pandemic
Green A training and induction programme is available
for new Committee and Pension Board Members.
Amber Committee and Pension Board members are
asked to complete the Pension Regulator Trustee
Toolkit by the end of 2021
Green The Fund subscribes to relevant bodies (e.g.
CIPFA, LAPFF, PLSA) and sends representatives to major
conferences.
Green DCC organises at least two training days per year
for Investment and Pension Fund Committee and
Pension Board members, with an additional engagement
day being held with the Brunel Pension Partnership.
Green Committee and Pension Board members are
made aware of and adhere to the Governance
Compliance Statement, and are encouraged to identify
training requirements.
Green Following discussion at the Pension Board in
April 2019, officers have produced a web based
handbook which will be further enhanced following
feedback from board and committee members.
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Notes
13/08/2019 - Risk wording updated and category
added.
29/08/2019 - Risk wording updated.

Status and Risk owner
Inherent status : 16 High
Current status : 12 Medium
(Unchanged)
Cause:
Concentration of knowledge in a small number of Risk owner: Mark Gayler
staff.
Accountable officer: Charlotte.
Event:
Thompson
Loss of staff leading to a breakdown in internal
Category: Strategic
processes and service delivery.
Last review: 05 Mar 2021
Impact:
Latest review details
Financial loss and potential risk to reputation.
Controls reviewed and confirmed

Risk details
I1: Internal

Mitigating controls
Green The Investment Manager is able to cover in the
absence of the Assistant County Treasurer.
Completed In 2018 the Head of Peninsula Pensions and
the Investment Manager swapped roles to improve the
sharing of knowledge and the resilience of the Fund. The
change of roles has now been made permanent, but the
shared knowledge will continue to provide resilience.
Green Knowledge of all tasks shared by at least two
team members and can in addition be covered by senior
staff.
Green Training requirements are set out in job
descriptions and reviewed annually with team members
through the appraisal process.
Green A formal training record for officers is maintained
centrally.
Green A procedure manual is in place which sets out
work instructions for the majority of crucial tasks
undertaken.
Green The Devon Investment Services procedure
manual will continue to be refined and updated on an
ongoing basis.
Green Ensure the review of CIPFA’s knowledge and
skills framework relating to officers results in key
outcomes being delivered.
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Cause/s
Staffing Absences
ICT Failures
Poor data quality
Event
Annual Benefit statements are not sent to active
and deferred members by 31st August.
Impact
Fines from the regulator
Damage to reputation
Increased complaints from Members
Increased demand on resources to rectify the
situation
Creation of a backlog of other tasks due to
diverted resource.

PP 1 - Annual Benefit Statements

Mitigating controls
Green Counterparty transactions are authorised by
senior staff outside of the investment team.
Green All staff are covered by fidelity insurance up to
£15 million
Green Sufficient members in the team to cover absence
and leave - a weekly planner is produced in order to
review cover requirements.
Green Appropriate separation of duties exists.
Green Treasury Management Practices are reviewed
and updated regularly.
Green Up to date financial regulations and practices.
Green Processes in place ensure that all elements of the
daily treasury management activity can be carried out
remotely away from the office.

Inherent status : 8 Low
Green • Project management approach • Regular contact
Current status : 6 Low (Unchanged) with employers to obtain data. • Monthly interfacing to
Risk owner: Daniel Harris
reduce workload at year end • Statements to employers
Accountable officer: Martin Oram
for 31/07 to allow time for distribution to staff prior to
Category: Operational
31/08
Last review: 21 Sept 2021
Amber Following the completion of the historic data
Latest review details
sign off exercise, employers will move to monthly
Risks and mitigating controls remain interfacing which will reduce the number of queries at
appropriate pending review by the year-end. Target date for completion is 31st March
Pension Board on 11/10/2021
2022.

Status and Risk owner
Inherent status : 12 Medium
Current status : 9 Low (Unchanged)
Risk owner: Mark Gayler
Cause:
Inadequate treasury management practices.
Accountable officer: Mark Gayler
Event:
Category: Operational
Fraud, corruption or error.
Last review: 1 September 2021
Impact:
Latest review details
Risk of financial loss.
Controls reviewed and updated.
Damage to reputation.
Enforced working at home as a
result of the Coronavirus pandemic
Notes
has demonstrated the effectiveness
13/08/2019 - Risk wording updated and category of the processes in place working
added.
remotely

Risk details
I2: Internal
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Status and Risk owner
Mitigating controls
Inherent status : 10 Medium
Green Reviews of documentation/letters
Current status : 8 Low (Unchanged) Green Website regularly updated
Risk owner: Daniel Harris
Green Links to Pension Funds investment information
Accountable officer: Martin Oram
Cause/s
and LGPS included on website
Inability to access basic LGPS information via the Category: Operational
Completed A revised New Starter pack has been
Last review: 21 Sept 2021
website due to IT issues or non publication.
designed and is now provided to members
Starter Packs not being sent and/or received by Latest review details
members.
Risks and mitigating controls remain Completed Our methods and content of communication
General scheme literature not being made
appropriate pending review by the will be reviewed to ensure that members and employers
available to members.
Pension Board on 11/10/2021
are provided with accurate and relevant information.
LGPS Administration team not informed of new
members.
Event
Failure to make available provide Basic
information about the LGPS including: how
benefits are worked out; how member and
employer contributions are calculated.
Impact
Negative reporting by or fines from the Pension’s
regulator.
Damage to reputation.
PP 3 - Non-compliance with legislation and failure to Inherent status : 12 Medium
Green LGA/External training
Current
status
:
6
Low
(Unchanged)
correctly implement new legislation and regulations
Green Project work approach to implementation of
Risk owner: Daniel Harris
legislative changes.
Accountable officer: Martin Oram
Cause
Green In house training for all staff. • Use of Perspective
Category: Operational
Lack of structure/process to identify new
and Bulletins
Last review: 21 Sept 2021
legislation as it is released.
Completed A Training and Technical team is now in
Event
Latest review details
Non-compliance with legislation/regulations.
Risks and mitigating controls remain place, following the Pension Review. The team has
Impact
appropriate pending review by the commenced delivering training across the teams.
Incorrect benefit payments.
Pension Board on 11/10/2021
Damage to reputation.
Fines from Regulators.

Risk details
PP 2 - Failure to provide basic information about the
LGPS
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Risk details
Status and Risk owner
Mitigating controls
PP 4 - Failure of employing authority to provide timely Inherent status : 12 Medium
Green Pension Administration Strategy in place since
Current status : 9 Low (Unchanged) April 2015 and was revised in 2020. Employer duties
and accurate member data
Risk owner: Daniel Harris
are clearly identified in the PAS. Ability to fine
Accountable
officer:
Martin
Oram
employers is provided for in PAS and LGPS regulations.
Cause
Category: Operational
Employing authorities not fulfilling their
Green Employing authorities are contacted for
Last review: 21 Sept 2021
responsibilities.
outstanding information when it is identified that
Event
Latest review details
information is missing or contains errors.
Delays in the provision of pensions member data. Risks and mitigating controls remain
Green Outstanding data queries are passed to Employer
Inaccuracies in the pension member data.
appropriate pending review by the
and Communications Team to monitor
Impact
Pension Board on 11/10/2021
Completed Guidance available on website
Incorrect benefit calculations.
Financial Loss due to compensation to members.
Green Individual employer meetings include review of
Incorrect benefit payments
employer performance
Delays to payments
Completed An Employer and Communications team is
Additional work to request and correct information
now in place. The team will consider employer
performance and take action to address any issues, as
required.
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PP 5 - Withdrawal of support for Employer Self Service Inherent status : 12 Medium
Green Software provider is required to give 12 months'
Current status : 12 Medium
notice before any change to the contract
Risk owner: Daniel Harris
Cause
Amber Consideration is being given to a number of
Pensions software provider withdrawing support Accountable officer: Martin Oram
options. The development of an internal solution is
for ESS
Category: Operational
being prioritised to ensure continued service delivery.
Event
Last review: 21 Sept 2021
The E&C team have commenced work on this project
Employers will no longer be able to access
Latest review details
and are aiming to have a solution in place by
member records, run estimates or submit and
Risks and mitigating controls remain 31/03/2022
receive information via ESS.
appropriate pending review by the
Impact
Pension Board on 11/10/2021
Increased workloads and reduced efficiency for
PP which may result in delays in information being
provided to employers, possible breaches and an
increase in complaints.
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Status and Risk owner
Mitigating controls
Inherent status : 12 Medium
Green The Peninsula Pensions website is kept up to date
Current status : 9 Low (Unchanged) Green Meetings between PP managers and
Risk owner: Daniel Harris
Cause
Communications team on a regular basis, with a
Insufficient communication and engagement with Accountable officer: Martin Oram
communications plan and strategy for the year ahead
LGPS scheme members/employers.
Category: Operational
Green Meetings are held with the Funds Employing
Event
Last review: 21 Sept 2021
Authorities and on request for training
Employers and or Members are not made aware Latest review details
of their entitlements within LGPS resulting in
Risks and mitigating controls remain Green Benefit illustrations are sent annually to
Non-compliance with legislation and/or best
appropriate pending review by the contributing and deferred Fund members
practice.
Pension Board on 11/10/2021
Green The contact list for employers is updated
Impact
regularly.
Inability to determine policy
Green Annual forums are held for employers and Trade
Employees not joining the scheme.
Unions
Inability to make effective decisions and/or deliver
Green The annual report and accounts are published on
service
the Peninsula Pensions website
Amber A Communication Policy exists for the Devon
Pension Fund, which includes Peninsula Pensions. The
Peninsula Pensions Senior Management team are
considering creating a separate communication policy
for Peninsula Pensions which will be brought to the
Board for consideration during 2022

Risk details
PP 6 - Communication of Entitlements

Inherent status : 12 Medium
Green The payroll system is set up to pay pensioners
Current status : 8 Low (Unchanged) monthly.
Risk owner: Daniel Harris
Cause
Green Disaster recovery plan in place with Heywoods
Systems Failures
Accountable officer: Martin Oram
which will restore data within 7 days in the event of
Lack of information from employers
Category: Operational
system failure
Poor internal processes
Last review: 21 Sept 2021
Green The payroll manual has been revised and updated
Event
Latest review details
following the introduction of RTI (Real Time
Pension benefits are not paid.
Risks and mitigating controls remain
Information) and new administration systems.
Impact
appropriate pending review by the
Amber Fully updated Pensioner Payroll Manual is now
Damage to Reputation.
Pension Board on 11/10/2021
in place. An online training resource is being developed
Financial loss arising from compensation claims.
and will be completed during 2022.
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PP 7 - Non Payment of Pension Benefits
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PP10 - Data and System Security
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Cause
Insecure pensions and administration data.
Event
Loss/disclosure of Sensitive Data/Information.
Impact
Financial costs from legal action.
Fines from ICO.

Inherent status : 9 Low
Green Access and security controls exist and the system
Current status : 6 Low (Unchanged) is tested regularly by Heywoods and PP.
Risk owner: Daniel Harris
Green The system is subject to regular checks by
Accountable officer: Martin Oram
internal audit.
Category: Operational
Green In-house GDPR training is delivered to all new
Last review: 21 Sept 2021
and existing team members on an annual basis to ensure
Latest review details
that staff are fully aware of requirements under the data
Risks and mitigating controls remain
protection legislation. In addition to this, all staff are
appropriate pending review by the
required to complete DCC's GDPR e-learning assessment
Pension Board on 11/10/2021
annually.

Status and Risk owner
Mitigating controls
Inherent status : 8 Low
Green All pensioners are contacted annually.
Current status : 6 Low (Unchanged) Green Pension suspended if post is returned
Risk owner: Daniel Harris
Cause
Green Pensioners are incorporated into National Fraud
LGPS Information is not updated as
Accountable officer: Martin Oram
Initiative
circumstances change.
Category: Operational
Green Further targeted checks are conducted with
Poor internal processes.
Last review: 21 Sept 2021
credit reference agencies as appropriate
Event
Latest review details
Pension benefits continue to be paid to deceased Risks and mitigating controls remain Green Monthly mortality screening is undertaken and
pensioners.
appropriate pending review by the any positive matches are ceased immediately
Impact
Pension Board on 11/10/2021
Green Western Union overseas existence service
Damage to Reputation.
undertaken bi annually
Financial loss arising from overpayments.
Green Tell us once service has been rolled out to LGPS.
Additional resource to recover funds
All relevant staff now have access and we are using fully
utilising the service.

Risk details
PP 8 - Payment to deceased pensioners
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Status and Risk owner
Mitigating controls
Inherent status : 9 Low
Green It is a mandatory requirement for all DCC
Current status : 6 Low (Unchanged) employees to undertake Data Protection training and to
Risk owner: Daniel Harris
adhere to DCC's data protection policy.
Accountable officer: Martin Oram
Green In-house GDPR training is delivered to all new
Category: Operational
and existing team members on an annual basis to ensure
Last review: 21 Sept 2021
that staff are fully aware of requirements under the data
Latest review details
protection legislation. In addition to this, all staff are
Risks and mitigating controls remain required to complete DCC's GDPR e-learning assessment
appropriate pending review by the annually.
Pension Board on 11/10/2021
Completed Internal e-Learning training 'Sharing
personal data' was also undertaken by whole office
during March 2018

PP12 - Knowledge Management

Inherent status : 16 High
Green Knowledge of all tasks are shared by at least two
Current status : 12 Medium
team members and can in addition be covered by senior
(Unchanged)
staff
Cause
Departure or non-availability of staff who hold key Risk owner: Daniel Harris
Green Training requirements are set out in job
knowledge.
Accountable officer: Martin Oram
descriptions.
Event
Category: Strategic
Amber The Training and Technical team have created
Breakdown in internal processes and service
Last review: 21 Sept 2021
training and procedure notes for the team covering all major
delivery.
Latest review details
processes.
These will help to ensure consistency across the
Impact
Risks and mitigating controls remain
teams and will assist with the training of new recruits.
Financial Loss due to costs of obtaining resource, appropriate pending review by
Training notes are kept under review and updated as and
or delays/inefficiencies in existing processes.
Devon Pension Board on 11/10/21 when regulations come into effect.
Reputation Damage.

Cause
Error when printing/sorting/compiling data.
Poor internal processes.
Event
Information issued to the wrong
person/organisation.
Impact
Financial Costs from legal action.
Fines from ICO.

Risk details
PP11 - Personal Member Data
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Cause
Incorrect information from employers.
Fraudulent provision of data.
System errors
Poor internal processes.
Event
Unauthorised or invalid payments.
Impact
Financial loss
Reputational Damage

Risk details
PP13 - Scheme Membership Data

Status and Risk owner
Mitigating controls
Inherent status : 9 Low
Green Information and instructions are only accepted
Current status : 6 Low (Unchanged) from authorised sources.
Risk owner: Daniel Harris
Green Employers and scheme members are required to
Accountable officer: Martin Oram
review and confirm membership records annually
Category: Operational
Green Benefit calculations are checked by senior
Last review: 21 Sept 2021
colleagues and are subject to independent authorisation
Latest review details
Risks and mitigating controls remain Green All transactions comply with DCC financial
appropriate pending review by the regulations and are subject to independent
authorisation
Pension Board on 11/10/2021
Green All staff are covered by fidelity insurance up to
£15 million
Green Members approaching 75 are separately
identified monthly
Green Data accuracy checks undertaken by the systems
team including address / NINO checks
Completed Employer Self Service introduced.
Amber Employers are currently in the process of
undertaking a historic data sign off exercise. Once an
employer has been signed off, they will move to monthly
data submissions. Target date for completion is 31st
March 2022.
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Status and Risk owner
Mitigating controls
Inherent status : 9 Low
Green Robust workflow management system in place.
Current status : 6 Low (Unchanged) Green Payroll deadline procedures in place
Risk owner: Daniel Harris
Cause
Green Item in Business Continuity/Disaster Recovery
Requirement to issue information within a certain Accountable officer: Martin Oram
Plan
timescale after a request/event.
Category: Operational
Green Participate in National Fraud Initiative (NFI)
Event
Last review: 21 Sept 2021
Failure to comply with disclosure regulations and Latest review details
Green Life Certificates exercise carried out /mortality
to process accurate pension benefit payments in a Risks and mitigating controls remain checks
timely manner.
appropriate pending review by the Amber Full review of performance within PP being
Impact
Pension Board on 11/10/2021
conducted to incorporate Employer performance and
Complaints which take up time to resolve.
Admin strategies. Target date for completion 31/12/21
Additional Time spent chasing data
Regulator Fines
Compensation costs for members
PP15 - Fraud, Corruption and Error
Inherent status : 12 Medium
Green Transactions are authorised by senior staff
Current status : 9 Low (Unchanged) Green All staff are covered by fidelity insurance up to
Risk owner: Daniel Harris
Cause
£15 million
Poorly designed or implemented management
Accountable officer: Martin Oram
Green Sufficient members in the team to cover absence
practices/processes.
Category: Operational
and leave
Staff deliberately updating or providing fraudulent Last review: 21 Sept 2021
Green Heywoods Audit trace report
data.
Latest review details
Event
Risks and mitigating controls remain Green Appropriate separation of duties exists
Fraud, corruption or error.
appropriate pending review by the Green Up to date regulations and practices
Impact
Pension Board on 11/10/2021
Green Internal and external audit checks performed to
Financial Loss
ensure that appropriate and effective controls are in
Reputational Damage
place

Risk details
PP14 - Compliance with Disclosure Regulations
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Status and Risk owner
Mitigating controls
Inherent status : 9 Low
Green Constant assessment of Performance
Current status : 9 Low (Unchanged) Green Quarterly Shared Service meetings with key Fund
Risk owner: Daniel Harris
Cause
colleagues
Shared service partner choosing to use a different Accountable officer: Martin Oram
Green Regular meetings between Peninsula Pensions
pensions administrator.
Category: Strategic
and Employers
Event
Last review: 21 Sept 2021
Green Employer Newsletters
Peninsula pensions no longer operates on the
Latest review details
same scale.
Risks and mitigating controls remain Amber Full review of performance within PP being
Impact
appropriate pending review by Devon conducted to incorporate Employer performance and
Reputational Damage.
Pensions Board on 11/10/2021
Admin strategies. Target date for completion 31/12/21
Loss of staff / redundancies.
PP17 - Pensions System Failure
Inherent status : 15 High
Green The system is backed-up daily. System is hosted
Current status : 10 Medium (-5)
by Heywoods
Risk owner: Daniel Harris
Cause
Green A full disaster recovery plan and Business
Connection issues.
Accountable officer: Martin Oram
Continuity Plan is in place and tested/updated annually.
Supplier fault
Category: Operational
Cyber Attack.
Last review: 21 Sept 2021
Event
Latest review details
The hosted Altair pensions system fails.
Risks and mitigating controls remain
Impact
appropriate. However, following
• Loss of sensitive data.
discussions at Pension Board meetings,
• Reputation risk.
officers are recommending that the
• Financial loss arising from legal action
likelihood score (post mitigating
controls) is amended to ‘Rare’
(previously ‘Unlikely’). Subject to
review by the Devon Pension Board on
11/10/21

Risk details
PP16 - Loss of Shared Service Partner
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Status and Risk owner
Mitigating controls
Inherent status : 15 High
Green Ensure that the relevant people are suitably
Current status : 10 Medium
vetted and trained, that administrators and service
(Unchanged)
providers have measures in place to avoid security
Cause
Cyber-attack on the Pensions ICT systems and or Risk owner: Daniel Harris
breaches
host systems.
Accountable officer: Martin Oram
Green A full disaster recovery plan and Business
Event
Category: Operational
Continuity Plan is in place and tested/updated annually
Loss of system access.
Last review: 21 Sept 2021
Green Information from The Pensions Regulator: You
Theft of confidential/personal data.
Latest review details
can assess how secure your scheme is and find out more
Impact
Risks and mitigating controls remain
about protecting yourself on the government’s Cyber
Inability to make payments to members.
appropriate pending review by the
Essentials website. And for more information about
Fines from the ICO.
Pension Board on 11/10/2021
protecting against cyber threats, visit the National Cyber
Financial loss.
Security Centre’s website.
Loss of membership data.
Disclosure of sensitive data.
PP19 - Member Self Service
Inherent status : 9 Low
Green Information and Instructions are only accepted
Current status : 6 Low (Unchanged) from authorised sources
Risk owner: Daniel Harris
Cause
Green It is a mandatory requirement for all DCC
Member Self Service access is compromised due Accountable officer: Martin Oram
employees to undertake Data Protection training and to
to insecurity or lack of maintenance.
Category: Operational
adhere to DCC's Data Protection Policy
Event
Last review: 21 Sept 2021
Green Regular penetration testing
Data is accessed and or obtained inappropriately. Latest review details
Impact
Risks and mitigating controls remain Green Secure website (annual license renewal)
Damage to reputation
appropriate pending review by the
Loss of data
Pension Board on 11/10/2021
Fines from ICO.

Risk details
PP18 - Cyber Attack
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Agenda Item 10
1
INVESTMENT AND PENSION FUND COMMITTEE
17/09/21
INVESTMENT AND PENSION FUND COMMITTEE
17 September 2021
Present:Councillors J Morrish (Chair), P Bullivant (Vice-Chair), H Gent, G Gribble and
M Hartnell
Union/Retired Members
R Franceschini, J Cook (remotely, non-voting)
Unitary Councils/District Councils
Councillors J Pearce, J Mahony and J O’Dwyer
Apologies:Councillors Y Atkinson, D Healy and S Teague
Members attending in accordance with Standing Orders 8 and 25
Councillor J Hodgson and C Slade

*

16

Minutes
RESOLVED that the Minutes of the Meeting held on 18 June 2021 be signed
as a correct record.

*

17

Items Requiring Urgent Attention
There was no item raised as a matter of urgency.

*

18

Devon Pension Board
The Committee noted the Minutes of the Meeting of the Board held on 13 July
2021.

*

19

Brunel Oversight Board
The Committee noted the Minutes of the Meeting of the Board held on 1 July
2021.

Page 47

Agenda Item 10
2
INVESTMENT AND PENSION FUND COMMITTEE
17/09/21
*

20

Pension Fund Annual Report and Accounts 2020/21
(Councillor J Hodgson attended in accordance with Standing Order 25 (2) and
spoke to this item and referred to the lack of emphasis in the Report in
relation to climate change and within the risk assessment).
The Committee considered the Report of the County Treasurer (CT/21/76) on
the draft Pension Fund Annual Report for 2020/21 which included the Fund
Statement of Accounts, which were due to be considered as part of the
Devon County Council Statement of Accounts by the Council’s Audit
Committee on 21 September 2021.
The Annual Report contained the statement of accounts together with other
information about the Fund’s performance during the year and which were
also subject to external audit by Grant Thornton. Their audit findings report for
the Pension Fund would be presented at a future meeting.
In response to a member’s question the County Treasurer confirmed that full
disclosure of the Fund’s holdings was available on the Council’s website at:
Important documents - Devon Pension Fund
It was MOVED by Councillor P Bullivant, and SECONDED by Councillor J
O’Dwyer and
RESOLVED that the Pension Fund Annual Report and Accounts for 2020/21
be adopted, subject to approval of the Statement of Accounts by the Devon
County Council Audit Committee and completion of the external audit.

*

21

Investment Management Report
(Councillor J Hodgson attended in accordance with Standing Order 25 (2) and
spoke to this item and referred to information in regard to the Fund’s holdings
and members’ views in regard to the disinvestment proposals)
The Committee considered the Report of the County Treasurer (CT/21/77) on
the Fund value and asset allocation, performance against the benchmark,
funding level, budget forecast 2021/22, cash management, and voting
engagement activity. The value of the Fund as at 30 June 2021 stood at
£5,314m, an increase of around £280m over the last quarter.
Members’ discussion points with Officers included the relative small underperformance against the LGPS Universe and reasons for this relating to the
diverse nature of the Funds within the universe and differing strategies and
degrees of risks.
The Committee noted the Investment Management Report and compliance
with the 2021-22 Treasury Management Strategy.
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3
INVESTMENT AND PENSION FUND COMMITTEE
17/09/21
*

22

Brunel - Transition of Assets
The Committee noted the Report of the County Treasurer (CT/21/78) on
the current position with the transition of assets to the Brunel Pension
Partnership. This included the costs associated with the recent transitions of
the Wellington multi-sector credit fund investment to the Brunel multi-asset
credit portfolio and the Lazard global bonds mandate to the Brunel Sterling
Corporate Bonds Portfolio.

*

23

Passive Equities and Climate Change
(Councillor J Hodgson attended in accordance with Standing Order 25 (2) and
spoke to this item and referred to the rate of disinvestment in fossil fuels by
other major funds and her support for the proposal in this Report).
The Committee considered the Report of the County Treasurer (CT/21/79) on
the role that passive investment played within the investment strategy and
how that fitted in with the Fund’s policies on climate change and a proposed
way forward.
Members’ discussion points with officers included the rate of change and
alignment with climate transition and Paris aligned benchmarks, this new
progressive approach, a possible marginal increase in costs; and possible
impact on performance.
It was MOVED by Councillor H Gent and SECONDED by Councillor P
Bullivant and
RESOLVED
(a) that a switch from the current investment in UK Passive Equities to the
new UK Passive Climate Transition Benchmark (CTB) Fund when it is
launched later in the Autumn be approved;
(b) that the transfer of the current Smart Beta Passive allocation to the new
World Developed Passive Paris Aligned Benchmark (PAB) Fund when it is
launched later in the Autumn be approved.

*

24

Investment Strategy Review
The Committee considered the Report of the County Treasurer (CT/21/80) on
the Committee’s Investment Strategy Statement. A number of changes had
been made to the Investment Strategy Statement, in particular policies on
stewardship and climate change, and also changes to the strategic asset
allocation. However, it had now been three years since the last external major
review of the investment strategy carried out by Mercer investment
consultants and therefore, it was proposed to commission a further review,
which would then feed into the assumptions used in the 2022 Triennial
Actuarial Valuation.
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4
INVESTMENT AND PENSION FUND COMMITTEE
17/09/21
Members’ discussion points with Officers included that whilst the previous
external review was conducted by Mercer, initially appointed after a minicompetition using a framework agreement, there were advantages to
reappoint Mercer without going through a competitive process, but this would
not necessarily be repeated in the future and would be subject to review.
It was MOVED by Councillor P Bullivant, SECONDED BY Councillor G
Gribble and
RESOLVED
(a) that the commissioning of an external review of the Fund’s investment
strategy and strategic asset allocation be approved;
(b) that an application for an exemption from tendering to appoint Mercer to
carry out the review be approved;
(c) that the specification and strategic objectives as set out at Appendix 1 to
this Report be approved.
*

25

Risk Register
The Committee considered the Report of the County Treasurer (CT/21/81) on
Identified risks incorporated into the Fund’s Risk Register which included
comments which had been made at the Pension Board meetings updating
the register, details of which were included in the Report with other changes
and proposed mitigations.
Members’ discussion with Officers included that in risk F17: Climate Change
insufficient weight had been given to the risks involved and should be
reviewed by Officers.
It was MOVED by Councillor G Gribble, SECONDED by Councillor H Gent
and
RESOLVED that subject to the above the Pension Fund Risk Register and
the additional actions proposed to mitigate risk be approved.

*

26

LGPS Update
The Committee noted the Report of the County Treasurer (CT/21/82) on an
update on the latest developments affecting the Local Government Pension
Scheme (LGPS). These related to the High Court judgement on Exit Credits,
the minimum retirement age within the Scheme, the cost cap consultation and
a Pension Regulator new Code of Practice.
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5
INVESTMENT AND PENSION FUND COMMITTEE
17/09/21
*

27

Employer Changes
The Committee noted new approved admitted bodies and academy
conversions and changes as follows:
(a) New admitted bodies
 Churchill Services Ltd took on the cleaning services for Plymstock School 1
June 2021 and is a closed agreement.
 Fresha took on the catering for Education South West 1 April 2021 and is a
closed agreement.
(b) New academy conversions and changes.
 Dartington CofE Primary joined Learning Academy Partnership 1 April 2021.
 Eggbuckland Community College and Austin Farm Academy joined West
Country Schools Trust 1 July 2021

*

28

Member Training
The Committee noted two forthcoming on-line webinars Investor Days
organised by the Brunel Pension Partnership at 2pm on Monday 27
September and at 10am on Wednesday 6 October.

*

29

Dates of Future Meetings
26 November 2021; and 25 February 2022 (to be followed by the annual
consultation meeting).

NOTES:
1. Minutes should always be read in association with any Reports for a
complete record.
2. If the meeting has been webcast, it will be available to view on the
webcasting site for up to 12 months from the date of the meeting
*

DENOTES DELEGATED MATTER WITH POWER TO ACT
The Meeting started at 10.45 am and finished at 11.55 am
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Appendix 2
CT/21/91
Devon Pension Board
11th October 2021
PENINSULA PENSIONS PERFORMANCE REPORT
Report of the County Treasurer

Please note that the following recommendations are subject to consideration and
determination by the Board before taking effect.
Recommendation: the Board notes the report.
~~~~~~~~~~~~~~~~~~~~
1.

INTRODUCTION

1.1

Peninsula Pensions’ internal service standard target is to complete 90% of
work within 10 working days from the date that all necessary information has
been received.

1.2

Peninsula Pensions also monitors performance against the Occupational and
Personal Pension Schemes (Disclosure of Information) Regulations 2013,
which set out the minimum requirements regarding the disclosure of pension
information.

1.3

Performance targets are monitored on a monthly basis via a task
management system and reporting tool within the pension database.

2.

TEAM PERFORMANCE

2.1

Total performance against internal targets for the quarter ending 30th June
2021 was 86%. During this period the team successfully completed 91% of
High Priority procedures within timescale.

2.2

Total performance against the Occupational and Personal Pension Schemes
(Disclosure of Information) Regulations 2013 for the quarter ending 30th June
2021 was also 87%.

2.3

The main reason for the slight drop in performance in 2.1 and 2.2 relates to
employer response times in respect of employer queries. We are working
closely with employers to implement improvements in this area and will
provide an update on this in the next performance report.

2.4

The team received a total of 35 compliments between 1st April 2021 and 31st
30th June 2021.

2.5

Appendix 1 of the report provides a detailed breakdown of administration
performance relating to the Devon Pension Fund only for the quarter ending
30th June 2021 against Peninsula Pensions’ internal targets and against the
Disclosure Regulations.
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2.6

Appendix 2 of the report presents the longer-term performance of Peninsula
Pensions (Devon Pension Fund only) from 1st January 2019 to 30 th June
2021.

3.

CONCLUSION

3.1

The Board is asked to note the report.

Mary Davis
County Treasurer
[Electoral Divisions: All]
LOCAL GOVERNMENT ACT 1972:
LIST OF BACKGROUND PAPERS: NIL
Contact for Enquiries: Dan Harris
Tel No: 01392 383000
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Administration Performance – 01/04/2021 to 30/06/2021 (Devon Pension Fund)
Performance Summary

High Priority Procedures
Medium Priority Procedures
Low Priority Procedures
TOTAL

Total
Cases
3,259
4,827
1,040
9,126

Q1 2021/22
Performance
Performance
(Internal)
(Disc Regs)
91%
92%
81%
84%
92%
92%
86%
87%

Total
Cases
403
29
0
324
291
907
156
439
710
3,259

Q1 2021/22
Performance
Performance
(Internal)
(Disc Regs)
100%
100%
100%
100%
87%
87%
87%
87%
100%
100%
100%
100%
89%
90%
79%
79%
91%
92%

Total
Cases
786
1,271
82
855
0
38
78
738
6
973
4,827

Q1 2021/22
Performance
Performance
(Internal)
(Disc Regs)
73%
74%
86%
86%
85%
85%
46%
57%
95%
95%
85%
85%
98%
98%
100%
100%
100%
100%
81%
84%

High Priority Cases

Changes
Complaints (Member)
Complaints (Employer)
Deaths
Deferred (over 55)
Payroll
Refunds
Retirements (Active)
Retirements (Deferred)
TOTAL

Medium Priority Cases

Amalgamation of Records
Deferred Benefit Calculations
Divorce Calculations
Employer Queries
Estimates (Bulk)
Estimates (Employer)
Estimates (Member)
General
HMRC
Member Self-Service
TOTAL
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Low Priority Cases

Estimates (Other)
GMP Queries
Interfund Transfers In
Interfund Transfers Out
Pension Top Ups
Frozen Refunds
New Starters
Pension Transfers In
Pension Transfers Out
TOTAL

Total
Cases
36
2
107
72
39
671
0
58
55
1,040

Q1 2021/22
Performance
Performance
(Internal)
(Disc Regs)
78%
81%
100%
100%
72%
76%
83%
83%
92%
92%
98%
98%
83%
83%
84%
84%
92%
92%
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CT/21/92
Devon Pension Board
11th October 2021

ACTIONS AND RECOMMENDATIONS TRACKERS
Report of the County Treasurer
Please note that the following recommendations are subject to consideration and
determination by the Pension Board before taking effect.
The Board is asked to note the progress made on completing actions arising from
internal audits and Pension Board recommendations and requests.
-----------------------------------------------------------------------------------------------------------1.

Summary
1.1. As part of an agreed actions from previous board meetings an Audit action
log has been created to track progress and completion of audit actions and
recommendations. In addition, officers have also produced a log of actions
and requests raised by the Pension Board.

2. Trackers

2.1. The Audit Actions tracker allows Board Members to monitor responses,
actions and progress against audit findings from internal audit reports. The
programme of internal audits is agreed with fund officers on an annual basis
and undertaken throughout the year. Trackers relating to previous years are
attached where actions remain outstanding.



Appendix 2 – Pension Fund audits
Appendix 3 – Peninsula Pensions audits

2.2. The Actions and Recommendations tracker (Appendix 1) compiles a list of
actions, recommendations and requests raised by the Devon Pension Board.
Previously completed actions have been removed.
3. Internal Audit Programme

3.1. Progress against this year’s audit plan is noted below. It was agreed that
audit work would focus on the pension fund audits initially though work has
now commenced on the revised Peninsula Pension audits.
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Audit Risk Areas – Pension Fund

Progress

Investment Team changed working
practises from COVID

Complete, draft report issued

Communications Policy review

Delayed to Q4 due to staff retirement

Funding Strategy Statement

Start date w/c 11.10.2021

Pensions Regulator Code of Practice
(joint audit)

New code of practice delayed until
2022

Audit Risk Areas – Peninsula
Pensions
Member self service
First Response Team
Payroll & Immediate payment system

Progress

Pensions Regulator Code of Practice
(joint audit)
Training and Internal Quality control –
post implementation review

Completed, final report issued
Delayed to Q4 due to staff recruitment
Payroll = Q3
IP System delayed until 2022/23
New code of practice delayed until
2022
Q4

4. Final Audit Reports

4.1 The final audit report for the Member Self Service audit was finalised since
the pension board last meet. The audit obtained a ‘Reasonable Assurance’ audit
opinion. The actions arising from this report have been added to the Peninsula
Pensions audit log and the final audit report is attached for the board’s
information.
5. Conclusion

4.1 The board is asked to note the attached action trackers.

Mary Davis
County Treasurer
Electoral Divisions: All
Local Government Act 1972:
List of Background Papers - Nil
Contact for Enquiries: Charlotte Thompson
Tel No: 01392 381933
Room: G99

Page 60

Appendix 1

Recommndations / Actions

Agenda item required for October board meeting
13/07/2021 regarding discussion on future format of board meetings

114 - Board members requested online/paper manual
03/04/2019 containing key documents and glossary of terms
168 - To procure a domain name with email address
06/07/2020 extentions for use by members
Consideration to report from Audit on progress against
13/07/2021 plans and report findings twice a year

Date

Response

To be discussed as part of the Attendance report

Sharepoint site in development - sent to members for intiail
comments and feedback
Agreed at July board meeting for use of DCC mailbox
controlled by officers

Progress

The actions tracker allows Board members to monitor responses, actions and outcomes against their recommendations or requests. The tracker will be updated following each board. Once
an action has been completed, it will be shaded out to indicate that it will be removed from the tracker at the next meeting.

DEVON PENSION BOARD
ACTIONS AND RECOMMENATIONS TRACKER

Agenda Item 12

Page 61

Later iliterations of the Investment Strategy Statement should refer
to the Stewardship code 2020

Investment Strategy Statement

Recommendations 2020/21
Pension Fund 40 days
Audit
Investment Strategy statement
Performance Management
Risk Management and Reporting (including PP)
Planning, reporting and advice

Medium

Days
8
10
8
5

Priority

Agreed, we intent to actively persue our renewal of our tier one status under the
new version of the code. We will take reports to the Investment and pension fund
committee as appropriate. Given the timescales involvedin the production of the
annual report, it maybe that we are unable to make a submission until after the
production of the 20/21 annual report.

Proposed Quarter
Q1*
Late Q1/early Q2
Q3
Q1-4

Management response and action plan including responsible officer

PENSION FUND AUDIT ACTIONS

estimate target date of 31/12/2021

Follow up response

APPENDIX 2
ACTIONED?

Agenda Item 12
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High

In addition, it is recommended that the Service review all temporary changes of practice for longer term continuation.
This review should take place by 31 March 2021, including if Covid restrictions are on-going at that point. In particular in
relation to our sample, review should include consideration of whether the current practice should continue for members
providing documents via MSS and for members providing documents outside of MSS, or whether the practice should
continue only for documents uploaded via MSS given the additional security MSS provides e.g. individual log-on and
password protected. If the practice is to continue for MSS and possibly outside of MSS, management should consider
whether any additional checks should be introduced to the process, or additional guidance issued to colleagues, and
considering best practice in this area as available from Pension Administration Services peers.

Peninsula Pensions 2020/21

Appendix 3

Management should review the recently amended Employer Self-Service leaver process, implemented in August 2020, to ensure
that the reasons for the required process change are being met and that the process is fit for purpose.

Medium

Medium

Following the review above, Internal process notes, and member guidance information, should be updated as necessary
to reflect changed practices. This should include changes intended to be temporary, and changes which are permanent.
Where a changed practice is temporary, a date for further review should be clearly set.

November 2020 - Employer Self Service

High

Priority

All changes, both permanent and temporary, should be subject to formal review by 31 March 2021, and this should take
into account relevant regulatory requirements and guidance e.g. from The Pensions Regulator and Local Government
Association, as applicable; internal requirements e.g. compliance with DCC Financial Regulations; and any associated
Health & Safety requirements as applicable to Covid-19 changed working practices.

October 2020 - Covid 19 Response & Changed Practices - Member Services area

Audit

Recommendations 2020/21

Peninsula Pensions Audit actions
Follow up
response

Pending

Completed - Jan 2021

Agreed. A full review of changes to working practices will
be considered once the lockdown restrictions have been
lifted which is likely to be after 31/03/2021.
Pending

Agreed - as above

Agreed. A full review of changes to working
practices will be considered once the lockdown
restrictions have been lifted which is likely to be after
31/03/2021.
Pending

Management response and action plan including
responsible officer

To be completed upon return to
office based working

Notes are already in place for the
majority of working procedures
and these have continued to be
developed during lockdown. This
exercise will be completed upon
return to office based working

To be completed upon return to
office based working

ACTIONED?

APPENDIX 3

Agenda Item 12

Medium

A MS Word version of ESS already exists as backup
but the team are currently reviewing a range of
contingency arrangements.
In progress
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Peninsula Pensions 2020/21

Consideration should be given to the suggestions provided for future enhancements to the website.

Consideration will be given to developing a
communications strategy and plan, for Peninsula
Pensions internal use.

In progress

Will be completed during 2022

Ongoing

There is a ‘how would you rate your experience of
this website’ feedback option on the Peninsula
Completed - customer feedback
Pensions website currently. It might, in future, be
option now available on the
useful to incorporate opportunity for user comments
Opportunity and further detail on the item feedback relates to
Being consideredwebsite
b

Medium

Appendix 3

It is recommended that a Peninsula Pensions internal Communications Strategy and Plan for Peninsula Pensions be
developed, for use in respect of communication with Stakeholders, given that Peninsula Pensions manage their own
communications as a Service. This log could be incorporated into the Peninsula Pensions internal use Communications
Strategy and Plan.

December 2020 - New Website

In relation to consideration of future alternatives to Employer Self-Service, should the Service look to replace the current
application. We note the following for consideration: 1) Consideration of an automated 'leaver' process, given the overall
volumes of 'leavers' that are processed by Peninsula Pensions across the client areas, and whereby a leaver notification
made by the employer would automatically result in an appropriate task being generated 2) Consideration of other
processes (in addition to the 'leaver' process referred to above) which could be automated, where at present they are
completed manually e.g. tasks raised automatically rather than manually. This could improve efficiency and reduce scope
for 'human error' relating to manual input 3) Input and amendment to the system by Employers should require controls to
ensure accurate information is entered to the system. The use of controls, checks and reporting should be considered to
mitigate the risks of inaccurate information being entered by Employer contacts 4) Input and amendment to the system
by Peninsula Pensions colleagues require controls to ensure accurate information is entered to the system. The use of
controls, checks and reporting should be considered to mitigate the risks of inaccurate information being entered by
Peninsula Pensions colleagues 5) It may be useful to consider a 'one-stop-shop' for Employers to provide information
relating to new starters, leavers and member amendments, rather than at present the situation where Employer SelfService is used by some employers, but not all employers and that some employers use a combination of Employer SelfService and interface upload. Is there a need for different approaches to continue, or could a standard approach be
developed that would 'work' for all employers, including those large employers for whom ESS is not currently used for
A MS Word version of ESS already exists as backup
starters, leavers notifications and amendments 6) Management should also consider any dis-benefits associated with
but the team are currently reviewing a range of
any withdrawing of use of ESS / replacement to ESS e.g. any contractual or financial implications relating to the current
contract, and the loss to Employers in being able to view member records on Altair, as used to obtain certain quotes
Opportunity contingency arrangements.
In progress

Contingency arrangements for an alternative to Employer Self-Service should be established for both LGPS and nonLGPS employers and include: Considering the provider’s alternative solution (i-Connect) / Benchmarking of providers /
solutions used by other authorities / Going to the marketplace to review alternatives to Employer Self-Service / Internal
development of an in-house solution that would work alongside Altair

The development of an internal
solution is being prioritised to
ensure continued service delivery.
The E&C team have commenced
work on this project and are aiming
to have a solution in place by
31/03/22.
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High

It is recommended that the Service review all temporary changes of practice for longer term continuation. This review should take
place by 31 March 2021, including if Covid-19 restrictions are on-going at that point. In particular in relation to our sample, review
should include consideration of whether the current Employer & Communications practice(s) should continue for acceptance of
electronic signatures on member forms (opt out and 50/50 forms) submitted to Peninsula Pensions by Employers, and following
national guidance in this respect.

Appendix 3

Medium

Internal process notes, and Employer guidance information, should be updated as necessary to reflect changed practices. This
should include changes intended to be temporary, and changes which are permanent. Where a changed practice is temporary, a
date for further review should be clearly set.

Peninsula Pensions 2020/21

High

All changes to Employer & Communications practices, both permanent and temporary, should be subject to formal review by 31
March 2021, and this should take into account relevant regulatory requirements and guidance e.g. from The Pensions Regulator
and Local Government Association, as applicable; internal requirements e.g. compliance with DCC Financial Regulations; and any
associated Health & Safety requirements as applicable to Covid-19 changed working practices.

January 2021 - Covid 19 Response & Changed Practices - Employer & Communications area

Management should consider the guidance contained within the Pensions Administration Standards Association (PASA) ‘Covid-19
guidance – the road ahead’ (August 2020) linked to service development and business continuity planning.

Agreed - Head of Peninsula Pensions

Ongoing

Agreed. A full review of changes to working practices will
be considered once the lockdown restrictions have been
lifted. This is likely to be after 31st March 2021.
Pending

Agreed. A full review of changes to working practices will
be considered once the lockdown restrictions have been
lifted
Pending

Agreed. A full review of changes to working practices will
be considered once the lockdown restrictions have been
lifted. This is likely to be after 31st March 2021.
Pending

This is already in hand and being considered by the
Opportunity Technical and Compliance Team.

High

Management should develop a log and action plan for all the 'historic' documents and forms, as published on the
Peninsula Pensions website, and other identified areas that are not fully accessible, to be reviewed and updated to meet
the 2018 accessibility requirements. The action plan should include timescales and action 'owners' and could form part of
the internal use Communications Strategy and Plan, recommended at Risk 1.

January 2021 - Covid 19 Response & Changed Practices -Technical & Compliance area

Medium

It is recommended that consideration is given to controls to prevent misuse, this could include - A password requirement
being included relating to submission of this form as this is outside of Employer Self-Service - Locating the form with the
Employer Self Service area, which requires individual log in, but not linking the form to Altair - Hosting the form on a
SharePoint area for which employers contacts only are given access.

It will not be possible to locate the EAS5 form within
the ESS area for reasons relating to ESS not being
further developed. It may be possible to host the
EAS5 form on a SharePoint area. This would
require input, or direction, from Devon Pension Fund
colleagues who require access to the content of the
forms. Head of Peninsula Pensions and Employer
& Communication Manager.
Ongoing

To be completed upon return to
office based working

Notes are already in place for the
majority of working procedures
and these have continued to be
developed during lockdown. This
exercise will be completed upon
return to office based working

To be completed upon return to
office based working

In progress

Completed

In progress - the team are working
with DCC business transformation
team to review the EAS5 form and
associated processes
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Medium

It is recommended that a BCP review is completed, as planned, by 31 March 2021 including review and recording of,
'lessons learnt' by the Service from the experiences of the Covid-19 pandemic.

Appendix 3

Medium

It is recommended that risks relating to the wider economic and social impact of the Covid-19 pandemic are included or
referred to within the Peninsula Pensions risk register, including the impact of economic recession and unemployment on
pension administration services, potential for increase in cyber-attack, cyber-crime and data fraud relating to the
pandemic and the move towards greater use of electronic submission of documents (moving away from hard copy
certificates and signatures), and that risk of future pandemic or large scale infectious disease is also recorded and
mitigating controls/actions identified. This should be completed alongside the planned review of operational risk updates
to be made to the Peninsula Pensions Risk Register in 2021.

Peninsula Pensions 2020/21

Medium

In progress

To be completed upon return to
office based working

To be completed upon return to
office based working

A full review of the BCP will be conducted once the
lockdown restrictions have been lifted. This is likely
to be after 31/03/21
Pending

BCP is reviewed regularly but will
be subject to a full review upon a
return to office based working

Agreed. The PP risk register will be subject to a full
review during 2021/22 and the recommendations
will be considered. Head of Peninsula Pensions.
Being consideredInb progress

Being consideredInb progress

The risk register will be subject to a full review
during 2021/22 and these risks will be considered
for inclusion.

It is recommended that the Service Risk Register is updated to reflect new risks, and mitigating controls, relating to Covid19 and changed practices.

Agreed. A full review of changes to working practices will
be considered once the lockdown restrictions have been
lifted. Head of Peninsula Pensions.
Pending

This is already in hand and being considered by the
Opportunity Technical and Compliance Team.
Ongoing

Medium

Management should collectively consider, at a strategic level, the implications on the internal control environment for the
changed practices considered above. This should include consideration of required separation of duties between
operation and administration tasks, internal checks in place, data protection and data verification considerations and
business continuity arrangements. All changes should be compliant with relevant Pensions Regulator (TPR) and Local
Government Pension Scheme (LGPS) guidance. Devon Audit Partnership can provide audit review of these areas should
management include these areas within in the Peninsula Pensions 2021-22 internal audit plan. A related operational
recommendation within the Covid Response and Changed Practices - Technical & Compliance audit report refers.

Agreed. A full review of changes to working practices will
be considered once the lockdown restrictions have been
lifted. Head of Peninsula Pensions.
Pending

Management should collectively consider, at a strategic level, application of the Pensions Administration Standards
Associate (PASA) ‘Covid-19 guidance - The Road Ahead’ (August 2020) in relation to consideration of changed and
future pensions administration working practices, including in respect of the key questions and considerations posed in
respect of accessibility, digital workflow, KPIs and projects, identification verification, and wellbeing and productivity. A
related operational recommendation within the Covid Response and Changed Practices - Technical & Compliance audit
report refers.

High

It is recommended that Management collectively review, at a strategic level, organisational changed practices to determine
whether these are temporary changes or are permanent changes to Peninsula Pensions practices. Where it is determined that a
changed practice is to be temporary for the period of the Covid-19 pandemic / restrictions a timescale should be set for review, this
should be appropriately communicated and interim process notes provided for employee reference in the interim. Where it is
determined that a changed practice is to be a permanent change, this should be appropriately communicated, and process notes
updated accordingly.

February 2021 - Covid 19 Response & Changed Practices - Overall Adaption

Agenda Item 12

Medium

Peninsula Pensions 2020/21

Ongoing

In progress

BCP is reviewed regularly but will
be subject to a full review upon a
to office based working
Being consideredreturn
b

Agreed, although some of these recommendations
will be governed by HR policies and decisions made
at DCC Leadership level. Head of Peninsula
Pensions
Pending

Agreed - Head of Peninsula Pensions

Opportunity Agreed. Head of Peninsula Pensions.

Appendix 3

Management may wish to give thought to the areas outlined in full report in relation to their review of learning from the
Covid-19 pandemic and identification of future actions.

Management should consider whether changed working practices resulting from the Covid-19 pandemic are to become
permanent changes e.g. flexible working arrangements / hybrid approach to office working, reduction in travel time and
travel costs, environmental benefits, efficiencies realised from the provision of on-line meetings and training, acceptance
of electronic documents and signatures. In relation to this, consideration should be given (as referred to at Risk 1) to any
impacts on the internal control environment of changed working practices, and where required controls and mitigating
actions should be considered.
Opportunity

It is recommended that wider learning (not limited to the application of the Service Business Continuity Plan) from Covid19 is captured by management, including in relation to on-going application of Covid-19, any such future health related
pandemics, and other business continuity events that should be planned for, including extreme weather events. There is
a possibility that two or more business continuity events could coincide e.g. Covid-19 alongside an extreme weather
event. This exercise should include reference to the long-term application of business continuity arrangements.

Agenda Item 12
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Peninsula Pensions Audit actions

Page 68
Low

Whilst the processes relating to the monitoring and collection of employer contributions (refer to Risk 1) anddeficit
funding contributions are well known and carried out by experienced Devon Pension Fund Investment Team
officers, it is recommended for continuity purposes that these be documentedwithin maintained internal process
note documents.

Peninsula Pensions 2019/20

Medium

It is recommended that management review the approach taken to the monitoring and reporting of employer deficit
funding contributions, to ensure that a consistent approach is being taken and that any reporting requirements
(such as to the Pensions Regulator) are being appropriately met; and for this to include liaison with the Devon
Pension Fund Accountant, as required. This review could include•a standard approach for all deficit payments
where being paid outside of the monthly standing order e.g. via debtor invoice•and regular review of the
Outstanding Shortfall invoices log to provide accurate overview of amounts outstanding for payment for pension
reporting purposes•with resulting changes to current processes communicated to DPF employers where
applicable

Appendix 3

Accepted. Assistant County Treasurer –Investment and Treasury Management.(By 31 August 2020 )

There are reasons why deficit payments, and ‘top-up’ deficit payments,are collected outside of EAS5 form processes. A flexible
approach has been taken by Devon Pension Fund, and it understood by other Pension Funds likewise,in relation to this and in respect
of arrangements for employers who have an outsourced payroll provider (whereby the outsourced payroll provider will have no
involvement in employer deficit payments). As to whether a separate EAS5 form should be completed by employers who use an
outsourced Payroll provider, in relation to employer deficit payments, this could be considered. Alternatively, management could
review whether monitoring by Investments Team colleagues provides sufficient information for Peninsula Pensions finance team
colleagues to preclude the need for additional EAS5 forms to be completed.The management response at recommendation 1.1.2
also refersand applies here, in relation to the possibility of a project approach beingtaken, in relation to consideration to any changes
to Employer Contributions processes, and for this to involve consultation with relevan colleagues, including the Devon Pension Fund
Accountant.
Assistant County Treasurer
–
Investment and Treasury
Management
.
(By 31 May 2020)

Management may consider use of internal audit days to incorporate annual review and testing of the Pensions
Contributions Database, whilst the database remains in its current form. However, this requirement would be
considered by the Service alongside other risk areas and may not be a priority. Assistant County Treasurer –Investment
and Treasury Management. DAP management post meeting note. It is anticipated that annual review and testingof the
Pensions Contributions Database would require in the region of 5internal audit days(being the suggested minimum
number of days for individual internal audit reviews, given QA and reporting requirements).We will make a note of the
above to discuss with management as part ofthe Devon Pension Fund annual internal audit planning process.If internal
audit days are not utilised for this purpose, it is suggested that annual testing couldbe undertaken ‘in-house’ by an
independent officer, for example another member of the Investments Team.

Q4

Q3

Proposed Quarter
Q1
Q2
Q2

Management response and action plan including responsible officer

Management to again consider automation of manual input processes.

Opportunity

Days

Priority

Automation of processes has previously been considered and will be re-visited by management. There is work on-goingwithin the
authority in relation to ‘change’ programmes and implementation of new technologiesand applications, for example including in relation
to the use of Power BI reporting. This may have implications for the Employer Contributions work stream and management would not
wish to duplicate effort by considering alternatives to current processes where this is already being considered, for exampleby
DCCprogramme teams. Any changes to current processes are likely to be longer-term in nature. And there would still be the need for
internal checks and balances, for example to identify incorrect data input by employers contained within EAS5 return forms. It may be
useful for a project approach to be taken,in relation to consideration to any changes to Employer Contributions work streams, and for
this to involve consultation with relevantcolleagues, including the Devon Pension Fund Accountant. Assistant County Treasurer
–Investment and Treasury Management. DAP managementpost meetingnote.Further to the question raised by the Head of Peninsula
Pensions. DAP ICT auditors could provide advisory suggestionsin relation to automation of current processes. This could be
considered within the 2020-21internal audit planning process, should management require internal audit days to be utilisedfor this
purpose. However,it is noted that this suggestion may be superseded in the event of DCC ‘change’ programmeconsideration of
Employer Contributions processes. DAPwill make a note of this accordingly.

Management to consider implementing an annual review and testing of the Pensions Contributions Database. It is
suggested that this should include •review of the standing data input for each financial year i.e. employer contrition
rates and deficit values, to ensure that all Devon Pension employers and rates/values are accurately recorded on
the database. •review of the use of Finest reporting, to ensure that all codes are included within the reports used,
•review of the spreadsheets used for upload to the database are comprehensive, including the accurate use of
formulas where applicable, •that information uploaded to the database is fully and accurately uploaded •and that
database settings are accurately used in relation to reconciliation of contribution and deficit values received and
values outstanding. Whilst the agreed audit days for the 2019-20 Employer Contributions audit review have now
been fully utilised, Database integrity testing could be requested for inclusion in the 2020-21 internal audit plan,
and/or in future years, if required.

Employer Contributions

Interfacing and submission of employer data with the Pensions administration system, and use of Employer Self-Service
Actuarial Valuation

Peninsula Pensions (total days 45)
Audit
Admission and Departure of Employers to the Fund
Annual Reporting Compliance
Pensions Regulator Code of Practice 14 compliance

Recommendations 2019/20
Follow up response

ACTIONED?

APPENDIX 3
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Opportunity

Medium

The Service should consider promoting wider use of the in-house tool, including in relation to possible income
generation opportunities,should this be a tool that could be 'marketed' for other client (e.g. Police Constabulary and
Fire & Rescue Service) use.

Management should consider incorporating a narrative describing the Service’s approach to compliance with the
Code,to be read in conjunction with the self-assessment document, explaining how the Service meets the required
elements in addition to listing related evidence. This could be useful for continuity purposes, should another
member of the team take forward the self-assessmentprocess,and also in support of reporting compliance with the
Code to management and the Devon Pension Board/Investment & Pension Committee.

Peninsula Pensions 2019/20

Medium

Medium

Opportunity

Medium

Opportunity

Management should consider further populating the Data Improvement Planand the Employers’ Development Plan
to include how progress can be regularly recorded and monitored. Monitoring results should be subsequently
reportedto management and the Devon Pension Board/Investment & Pension Committee, to ensure progress
against the Plan remains on track.

Pensions Regulator Code of Practice 14 compliance

As detailed above, consideration should be given to the use of exception and other system reporting where now or in the
future accuracy of data submitted is not subject to verification at the time of processing. Thought should also be given to
how corrections will be made in the event of inaccuracies being identified retrospectively, including where this has an
implication for annual reporting returns.

It is recommended that management consider implementing a requirement for checklists, which could be held
electronically possibly using the service internal SharePoint site, to be completed by officers for annual reporting tasks;
given that these tasks fall outside of Altair (Pensions Administration system) taskflows. The completion and retention of
checklists, to include internal sign-off where applicable, would provide an audit trail for management that the required tasks
have been completed as required.

These should include adequate reference to internal sign-off requirements and confirmation of the timescales for the
completion and submission of returns, and make reference to related processes and information that is required for
completion of the task, including where the responsibility for interdependent processes or provision of information sits
within other teams.

It is recommended that management ensure that comprehensive procedure notes are put in place covering all these
processes.

Annual Reporting Compliance

It is recommended that management considerthe potential streamlining of processes, as indicated above, where
this may be of benefit to the services involved (Devon Pension Fund Investment Team and Peninsula Pensions
Finance team).

Appendix 3

Agreed. Production of a supporting narrative will be explored. Technical & Compliance Manager; and Head of Peninsula
Pensions. (By 31 May 2020).

This will be considered, however,Fire and Police authorities retain responsibility for compliance as scheme
managers.The self-assessment tool may be more applicable for other LGPS fund use. Technical & Compliance
Manager; and Head of Peninsula Pensions.

Thought will be given to whether this will be possible and in conjunction with the new data scores reports when
received.Technical & Compliance Manager; and Head of Peninsula Pensions. (By 30 September 2021).

Consideration will be given to this recommendation. Technical & Compliance Manager 30 September 2021.

Consideration will be given to this recommendation. Technical & Compliance Manager 30 September 2021.

Agreed. Technical & Compliance Manager by 30 September 2021

Communications have improved within and between the teams, including in relation to the use of SharePoint and team channels.
Thought may be given to further streamlining of processes, however this will be done in conjunction with any DCC ‘change’programme
review of Employer Contributions processes, and in consideration of the recent Peninsula Pension Finance team processes review, so
as not to duplicateeffort within the organisation and to ensure a joined-up approach is taken. In the interim, the Investment Manager
will investigate whether the Pensions Contributions Database could be made available to Peninsula Pensions Finance colleagues to
view on SharePoint. Assistant County Treasurer –Investment and Treasury Management; and Head of Peninsula Pensions.

In progress, but has been put
on hold pending changes to
the Code of Practice.

Management have considered
this option but will not be
taking any action at this stage
in view of pending changes to
the Code of Practice.

In progress

In progress - new HMRC
system being introduced 21/22
- notes to reflect this change

In progress - new HMRC
system being introduced 21/22
- notes to reflect this change

In progress - new HMRC
system being introduced 21/22
- notes to reflect this change
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Opportunity

Prior to roll out of the formula driven 'alert' to CARE pensionable pay figures provided for interface upload, the Service may
wish to 'trial' the proposed 'alert' with an employer to provide assurance that it operates as expected. Furthermore, the
Service may wish to consider whether it would be beneficial to include other such formula/parameter driven alerts within
other interface templates for data quality improvement purposes.

Opportunity

Medium

It is recommended that an internal post-project review is completed by Peninsula Pensions to capture lessons learnt from
the 2019 valuation process. This could include Investments Team colleagues, and might involve consideration of shared
project documentation, where applicable (and possibly utilising Office 365 applications), and information sharing could also
involve, as appropriate, DCC Finance (Fund Accountant).

As previously recommended in the 2016 audit, changes to project management requirements / documentation
implemented by Peninsula Pensions should be included in procedure documents. These should be updated, as required, in
advance of the next valuation process.

Peninsula Pensions 2019/20

Medium

The current Actuarial Valuation Communications (Project) Plan should be updated, in advance of the next valuation process,
with one further column to provide details of the status of the task as at a recorded date, and this be updated regularly.

Actuarial Valuation

High

Opportunity

Medium

It is recommended that a high level quality control process for the use of ESS by LGPS employers is implemented by the
Service to confirm that the amendment / entry is adequately evidenced and that correct information has been recorded on
the system. This should only be a small annual retrospective sample to provide assurance to Peninsula Pensions regarding
the quality of data submitted.

Interfacing and submission of employer data with the Pensions administration system, and use of Employer Self-Service

It is noted that the Devon Pension Fund member training plan includes reference to members having, or being in
the process of completing, the Pension Regulator Trustee Toolkit (on-line training). The above recommended
update to the Board could potentially include reference to/link to further information for members on the
requirements of the Code, this may be of particular benefit to any new Board members.

An update should be taken to the Devon Pension Board / Investment & Pension Fund Committee in relation to
overall TPR compliance, and high-level self-assessment outcomes and action plan.

Appendix 3

Agreed. This has been communicated to the relevant team. Technical & Compliance Manager (By 31 October 2020).

A post project review will be arranged and involving Investments Team colleagues. As part of this thought will be given to shared
documentation and information sharing (possibly making use of O365 SharePoint), and including the Devon Pension Fund
Accountant, as appropriate. Technical & Compliance Manager and Employer & Communications Manager; in conjunction with
the Investment Manager and Employer & Communications Project Officer. (By 31 October 2020)

This will be considered, and it may be that a shared document for use by Investments Team and Peninsula Pensions colleagues
will be appropriate. (Recommendation 1.2.3 also refers) - Assistant County Treasurer – Investments (By 31 October 2020)

The in-house developed ‘alert’ was not rolled out in January as further testing is required. These suggestions will be considered.
Technical & Compliance Manager.

We are looking to introduce an on-line ESS training module, for which it will be possible to maintain a record of which employers
have completed the training. We do not accept the recommendation regarding the introduction of a QC process to ensure that
employers retain, and can provide evidence for any entries made. With over 400 employers in the fund this would be a resource
heavy task and defeats the object of ESS. In addition to this, the potential backlash from employers if we ask them to evidence
any entries could be significant. The revised administration strategy makes employers aware of their roles and responsibilities
regarding the provision of timely and accurate data, and the implications of not doing so. Before the introduction of ESS, we have
not conducted QC checks on data submissions and have instead queried potential data errors with employers when entries are
either missing or appear to be incorrect. We will continue with this approach. However, we will consider the recommendation
made below in 1.1.5 which will help to alleviate some of the risks and concerns that have been identified. Employer &
Communications Manager – to be progressed in 2020/21.

Confirmation of the TPR Code of Practice 14 requirements is already in-hand. A member handbook and training manual
is currently being drafted, which includes reference to the Code of Practice 14, and the knowledge and understanding
requirements of Pension Board members. Investment Manager.

Accepted. This is already planned and noted in the Devon Pension Board future work programmefor January 2020.
Head of Peninsula Pensions; and Investment Manager.

This will be actioned prior to
the next valuation

Delayed due to pandemic - to
be progressed by all parties
accordingly

In progress

No action required

Update was provided to
members of the Board and
Committee at the March 2020
training event. Further
assessment and update will be
given once revised COP is in
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Reasonable Assurance - There is a
generally sound system of governance,
risk management and control in place.
Some issues, non-compliance or scope
for improvement were identified which
may put at risk the achievement of
objectives in the area audited.

Not
Applicable*

Direction
of travel

These areas / risks combine to provide the overall audit assurance opinion. Definitions of the assurance opinion ratings
can be found in the Appendices. The observations and findings in relation to each of these areas has been discussed
with management, see the "Detailed Audit Observations and Action Plan" appendix A. This appendix records the
action plan agreed by management to enhance the internal control framework and mitigate identified risks where
agreed

Risk 2 Member Self Service not fully utilised

Reasonable
Assurance

Level of
Assurance

Official

1

Member Self Service links to Altair, via secure web connection, and provides registered members with direct access to update personal details, perform certain
benefit calculations, view financial details for pensions planning purposes and access certain documents, such as annual benefit statements.

Member Self Service is provided by Peninsula Pensions, to Local Government Pension Scheme (LGPS) active, deferred and Pensioner members, Gloucestershire
Fire & Rescue Service active and deferred members and Avon & Somerset Police active, deferred and Pensioner members,

Peninsula Pensions uses a bespoke Pensions administration software package, Altair, supplied and supported by Aquila Heywood, to record member data and
process operational tasks.

Peninsula Pensions was formed in September 2013 following the merger of pension administration services between Devon County Council and Somerset County
Council. Peninsula Pensions administers all aspects of maintaining member records and calculating and paying benefits.

Introduction

Direction
of travel

key concerns or unmitigated risks
Risk 1 Ineffective controls for the use of Member Self Service

To provide access to registered members to their
pension record, as held on the Pension
Administration system including for the purposes of
viewing projected pension benefits.

Audit Opinion

Assurance Opinion on Risks or Areas Covered

Service Objective

April 2021

Final Internal Audit Report
Peninsula Pensions – Member Self Service
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The detailed findings and recommendations regarding these issues and less important matters are described in Appendix A. Recommendations have been
categorised to aid prioritisation. Definitions of the priority categories and the assurance opinion ratings are also given in the Appendices to this report.

Whilst system account registration, deactivation and account re-sets are automated processes, we have recommended taking forward the Pensions Administration
Standards Association guidance ‘Covid-19 guidance: The Road Ahead’ (August 2020) and The Pensions Regulator Guidance ‘Cyber Security Principles for
Pension Schemes’ in order to strengthen user verification controls and compliance with Cyber security principles.

Member Self Service provides a secure and efficient means of communicating with Members. We note the increase in sign up to the use of Member Self- Service
in the period to April 2021. There are areas of Member Self Service not currently utilised by Peninsula Pensions and we have recommended that these now be
taken forward to support reducing the risk of error or delay in processing and providing a customer centric digital approach throughout the life cycle of Member
contact with Peninsula Pensions. In this regard, we commend the new developments being considered by Peninsula Pensions and acknowledge that these
improvements would require development by the software provider. We have made recommendations to potentially increase the uptake, reduce communications
by direct email and support Member Self Service being the primary means of communication with Members.

There is suitable guidance for Members on how to register for and use a Member Self Service account, including video tutorial. Internally there is also suitable
guidance for Peninsula Pensions staff. We reported in 2020-21 regarding the temporary change of practice to accept electronic signatures in line with national
guidance and have again recommended here that management formally record whether this practice will continue post Covid-19 restrictions.

Executive Summary

Agenda Item 12

2

We would like to express our thanks and appreciation to all those who provided support and assistance during the course of this audit.

Acknowledgements
Robert Hutchins
Head of Partnership

Based on the evidence we have found in this audit there are no issues arising from the risk management, systems and controls examined that would warrant
inclusion in the Annual Governance Statement.

The evidence obtained in internal audit reviews can identify issues in respect of risk management, systems and controls that may be relevant to the Annual
Governance Statement.

Issues for the Annual Governance Statement

Internal Audit aimed to provide added value by identifying areas for possible future improvement or development within the use of Member Self Service.

Value Added
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Reasonable
Assurance

Level of Assurance

System account set up (registration), account deactivation and account re-sets are automated processes. Controls are in place in relation to username, password
and security question requirements and in respect of numerous incorrect log-in attempts. We have made recommendations in relation to considering related
guidance with a view to ensuring compliance with good practice. We note that Members are asked to agree to terms of use including in relation to GDRP (data
protection) when setting up a Member Self Service account.

Peninsula Pensions is accepting electronic signatures and scanned and photographed documents, submitted via Member Self Service, in line with national
guidance. Management should formally record whether this practice will continue post Covid-19 restrictions, and in cases where previously hard copy or original
documents may have been required. We note that Member Self Service is the preferred method of communicating with Members due to the related security and
auto generated task flow and as we understand the service wishes to move away from email and postal correspondence subject to any necessary related
development requirements, we have made a related opportunity recommendation.

Opinion Statement:
There is suitable guidance for Members on the Peninsula Pensions website, advising how to register for and use a Member Self Service account, this includes a
video tutorial and link to contact information. There is also a recently updated ‘internal use’ Member Self Service user guide in place and accessible to all staff with
additional supporting guidance available and accessible.

1. Risk Area: Ineffective controls for the use of Member Self Service:

Detailed Audit Observations and Action Plan

Appendix A
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3

Peninsula Pensions upload individual documents to Member Records on Altair which can be marked to view in Member Self Service. Non-personal information,
such as generic letters/newsletters applicable to all Member Self Service users can be bulk uploaded for Member view.

There are areas of Member Self Service not currently utilised by Peninsula Pensions including member workflow. We understand that it is not intended that
redundancy estimates and ill health estimates would be available via Member Self Service, as these are employer/medically driven.

It is noted that Police and Fire Scheme members have limited access to records and cannot access on-line benefits calculations, and that Member Self Service
does not apply to Gloucestershire Fire & Rescue Service Pensioners, as Peninsula Pensions is not the pension payroll provider.

Member Self Service is currently used for Members to (1) Change Contact Details (Address, Phone Number, Email), (2) View Service History, Contribution Rate,
Pensionable Remuneration, (3) Benefit Calculations - LGPS only (Deferred Benefit/Current value, Death Benefits, Voluntary Retirement (State Retirement Age by
default, though dates can be entered by the user)), (4) Update Death Grant nomination details, (5) Access certain documents published by Peninsula Pensions
(letters, Annual Benefit Statement, Newsletters etc.), (5) Pensioners )(P60 History, Pay Slip History, Change Bank Details) and (6) Upload documents back to
Peninsula Pensions.
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No.
1.1
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1.2

Visibility & Accessibility
Digital Workflow
Identity Verification (IDV)

Pensions Regulator

Peninsula Pensions will also want to give consideration to The
Pensions Regulator Guidance ‘Cyber Security Principles for
Pension Schemes’, as applicable to Member Self Service and
more widely. Cyber security principles The Pensions Regulator | The

1.
2.
3.

and the sections relating to

August 2020 Covid-19 Guidance – The Road Ahead – The Pensions
Administration Standards Association (pasa-uk.com)

In particular, review should include consideration of whether the
current practice should continue for members providing
documents via MSS and for members providing documents
outside of MSS, or whether the practice should continue only for
documents uploaded via MSS given the additional security MSS
provides e.g. individual log-on and password protected. If the
practice is to continue for MSS and possibly outside of MSS,
management should consider whether any additional checks
should be introduced to the process, or additional guidance
issued to colleagues, and considering best practice in this area
as available from Pension Administration Services peers.
We refer to the Pensions Administration Standards Association
guidance ‘Covid-19 guidance: The Road Ahead’ (August 2020)

Recommendation 1.1.3 from the Covid-19 response and changed
practices - Member services audit report 2020-21 is repeated
here. We originally recommended that this review should take
place by 31 March 2021, including if Covid-19 restrictions are ongoing at that point with the management response being that this
likely to be once lockdown restrictions have been lifted.

Observation and Implications
Peninsula Pensions has accepted electronic signatures and
scanned and photographed documents, submitted via Member
Self Service, in line with national guidance, since the start of the
pandemic.
A decision has not been formally taken and recorded by
management in relation to the on-going acceptance of scanned
and photographed documents post Covid-19 restrictions.

4

High

High

Impact / Priority

This should include
consideration, and regular
review and testing, of Cyber
Security controls, processes and
response plans.

Management should work with
the software provider to
investigate the possibility of
verification and identification
technology, in relation to
strengthening user verification
controls and compliance with
Cyber security principles.

At the time of audit, the planned
review of changed practices
relating to acceptance of
scanned or photographed
documents has not taken place.
Covid-19 restrictions are
expected to ease in June 2021.
It is recommended that this
changed practice is reviewed
and management’s decision in
regards long term continuation,
or otherwise, is recorded.

Recommendation
It is recommended that the
Service review all temporary
changes of practice for longer
term continuation.

As highlighted by Management
as part of Audit, discussions
with Heywood and
Management have already
taking place around the
verification/identification
process and a facial recognition
element of future Member Self
Service app suggested.

Management Response
Agreed, Management will
review processes once return
to office working takes place
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1.2

We also understand that Peninsula Pensions would like to reduce
email /postal correspondence outside of Member Self Service
and is looking for Member Self Service to be the primary means
of communication with Members.

It is noted that Member Self Service is the preferred method for
communicating with Members. Member Self Service is a secure
portal, linked to a Member’s Altair record. We understand that
Member Self Service is considered to be a more efficient means
of communication than post or email, for example Member Self
Service raises autogenerated task flow reducing the need for
manual intervention/risk of delay in assigning tasks/error in
assigning tasks.

We understand that Peninsula Pensions would also like Heywood
to investigate verification and identification technology, for
example the use of facial recognition as seen in other
government approved applications.

We note the interest (including in the commercial environment) to
providing a seamless customer end-to-end experience and where
this is provided in the digital format, for appropriate security
controls to be in place to protect individuals and personal data.

5

Opportunity

If Peninsula Pensions continues
to accept scanned or
photographed documents
outside of Member Self Service,
for example by direct email, we
suggest the service may wish to
consider requiring the use of
Member Self Service for
members with a valid email
address.

This might include consideration
of a Communication Strategy (for
Peninsula Pensions, as
previously discussed) a Digital
Strategy for the Service,
inclusion of a Cyber Security
audit, and Reviewing processes
to ensure members are
protected against scams, as
applicable to Member Self
Service and more widely.

As highlighted by Management
as part of Audit, processes
have already been reviewed
and amendments made to
encourage members to use
MSS as first point of contact for
uploading / seeking further
information.

Cyber security audits on both
Altair and MSS take place
annually with controls already
in place and dealt with by
Heywood (software suppliers),
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Not Applicable

Level of Assurance

Member Self Service has not been adversely impacted by Covid-19. This period has seen an increase in sign-up to the use of Member Self Service. At April 2021
MSS take-up for Devon LGPS members is given as 44%, for Somerset LGPS members 42% (43% overall, i.e. 87,104 MSS users out of 202,010 members). The
most recent report of Police Member take-up (at February 2021) is given as 27% (283 MSS users out of 1051 members). The most recent report of Fire Service
Member take-up (at March 2021) is given as 41% (4,146 MSS users out of 10,003 members).

Opinion Statement:
The internal Pensions Regulator Code of Practice 14 self-assessment (January 2020) assessed the areas relating to communication with Members, where relevant
to Member Self Service, to be 'fully compliant', and Member Communications were assessed as 'fully compliant' overall for Devon LGPS. This tool includes
reference to Member Self Service, particularly in respect of communication with Members.
The section ‘Communicating with Members’ was identified by Peninsula Pensions as ‘Fully Compliant’ overall, for Devon LGPS, and for each element where
Member Self Service is referenced as a communications tool, however we note that Member Self Service forms a part of the Service’s response, Member Self
Service not being the sole means of Communicating with members.
We note the plans to respond to the consultation on Codes of Practice which is due later in 2021 Single code of practice consultation | The Pensions Regulator
The Service intends to review and revise the TPR Code of Practice 14 self-assessment tool when the consolidated Code of Practice are published by the
Regulator, expected later in 2021.

the standard definitions in appendix C are not appropriate

*This risk area is not governance, risk management or control related but instead is about utilisation of the system, as such we have not provided a level of assurance as

2. Risk Area: Member Self Service not fully utilised*:

Agenda Item 12

6

We understand that Peninsula Pensions would like to develop, subject to the software provider facilitating this, the use of on-line forms, electronic document
signature provision (e.g. DocuSign) as a possible interim measure, to utilise an Intelligence/Reporting tool (dashboard), activate Member Workflow, Member Self
Service as an app for mobile devices and to investigate verification and identification technology, for example the use of facial recognition. These developments
may help support increased take up of Member Self Service. These improvements would require development by the software provider.

Members who chose not to use Member Self Service or who do not have facility to use Member Self Service continue to have communications provided by post
and are able to speak to Peninsula Pensions officers by telephone.

Member Self Service is used to communicate generic publications e.g. newsletters, and individual communications linked to Altair Member Accounts where a
member utilises self-service. Members who chose not to use Member Self Service or who do not have facility to use Member Self Service continue to have
communications provided by post and are able to speak to Peninsula Pensions officers by telephone. We noted that Member Self Service is not currently used to
publish the Devon Pension Fund Annual Report or for on-line forms.

Peninsula Pensions is looking to increase sign up to and use of Member Self Service, and to reduce direct email or postal correspondence from Members outside
of Member Self Service.

Customer feedback functions are available via the Peninsula Pensions website ‘Contact Us’ and through Member Self Service ‘Contact Us’. We understand that
use of the Member Self Service ‘Contact Us’ facility results in a task being auto generated in Altair and is the preferred means of receiving queries relating to
Member Self Service.
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2.2

2.1

No.

2.3
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We understand that Peninsula Pensions
management are looking to progress the use of online forms (subject to the software provider

Our desktop review of other LGPS Fund's Member
Self Service functionality, as promoted on their
websites, noted provision of on-line forms ‘access
to all relevant forms as may be required for active
and deferred members’, provision of Member Self
Service as an ‘App’ and reference to using Member
Self Service to publish wider documents including
Pension Fund Annual Reports.

There is no evidence, however, of customer
specific feedback having been sought recently.
This is something the Service could consider.

Customer feedback functions are available via the
Peninsula Pensions website ‘Contact Us’ and
through Member Self Service ‘Contact Us’.

Member workflow is a function currently available
within Member Self Service that should provide a
reduction in errors and delays, but it is not yet used.

We understand that the Service is looking to
purchase the Altair Intelligence/Reporting (Insight)
tool from Heywood. This will provide live data
analytics and dashboard reporting for the Peninsula
Pensions Senior Management Team, across the
Peninsula Pensions business areas including in
relation to Member Self Service.

Observation and Implications

Opportunity

Opportunity

Medium

Impact /
Priority

7

Management should work with the software provider to
progress availability of on-line forms via Member Self
Service and to progress the availability of Member Self
Service as an ‘app’ for mobile devices.

Management could seeks the view of members on the
use of Member Self-Service, for example via a short
web-based survey, to capture views of members who
currently use or are signed-up to use Member SelfService (what could be improved for the customer) and
members who do not currently use or are not signedup to use Member Self-Service (what could increase
likelihood of use by the customer).

Member workflow utilisation should be taken forward.

The use of live data analytics should be pursued.

Recommendation

This requires development
by the software provider
(as applicable to other
LGPS pension

As highlighted by
Management as part of
Audit, meetings have
already been held with
Heywood around
development of on-line
forms and samples been
provided for comment.

Management will look to
discuss with Heywood to
consider central survey for
Funds to cascade to
members

It is intended that Member
workflow is introduced
alongside the introduction/
use of on-line forms. This
requires development by
the software provider.
Management continue to
request this from the
software provider.

As highlighted by
Management as part of
Audit, this was already
planned, and has since
been purchased and
available to use from w/c
21st June 2021.

Management Response
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2.6

2.5
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Automated processes, for example relating to
allocation of tasks and workflow, reduce the
requirement for manual intervention, and can bring
efficiencies whilst reducing the risk of ‘human error’
or delay in allocation.

We note the interest (including in the commercial
environment) to providing a seamless customer
end-to-end experience and where this is provided
in the digital format, for appropriate security
controls to be in place to protect individuals and
personal data.

Member Self Service is not currently used to
publish the Devon Pension Fund Annual Report.

Member Self Service is used to communicate
generic publications e.g. newsletters, and individual
communications linked to Altair Member Accounts
where a member utilises self-service.

facilitating this), electronic signature facility (e.g.
DocuSign) and the development of an ‘App’.

Opportunity

Opportunity

8

Management should consider whether Member Self
Service could be further utilised to provide for a
customer-centric digital approach to Member services
throughout the life cycle of the Members’ contact with
Peninsula Pensions i.e. how can the customer
experience be improved making use of Member selfservice as the primary communication tool?

Consider utilising Member Self Service to publish or
publicise the publication of the Fund Annual Report
(e.g. the Devon Pension Fund Annual Report for
Devon LGPS members)

This requires development
by the software provider
(as applicable to other
LGPS pension
administration service
Altair users also).

Member Self Service is
constantly evolving and
subject to regular
improvements. Future
developments are planned
in order of priority/
popularity across all
Funds.

Member Self Service is an
administration tool. A link
with access to the report
on the Devon Fund
website will be added to
MSS to avoid confusion
with contact from
members.

Management continue to
request this from the
software provider and are
part of the Altair Essential
User development group.

administration service
Altair users also).
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The majority of information that is created or processed by the public sector. This includes routine business operations and services, some of which could have
damaging consequences if lost, stolen or published in the media, but are not subject to a heightened threat profile.

9

Official: Sensitive A limited subset of OFFICIAL information could have more damaging consequences if it were lost, stolen or published in the media. This subset of information
should still be managed within the ‘OFFICIAL’ classification tier but may attract additional measures to reinforce the ‘need to know’. In such cases where there
is a clear and justifiable requirement to reinforce the ‘need to know’, assets should be conspicuously marked: ‘OFFICIAL–SENSITIVE’. All documents marked
OFFICIAL: SENSITIVE must be handled appropriately and with extra care, to ensure the information is not accessed by unauthorised people.

Official

Definitions

This report is protectively marked in accordance with the National Protective Marking Scheme. It is accepted that issues raised may well need to be discussed with other officers
within the Council, the report itself should only be copied/circulated/disclosed to anyone outside of the organisation in line with the organisation’s disclosure policies. This report is
prepared for the organisation’s use. We can take no responsibility to any third party for any reliance they might place upon it.

Confidentiality under the National Protective Marking Scheme

The opinions and recommendations contained within this report are based on our examination of restricted samples of transactions / records and our discussions
with officers responsible for the processes reviewed.

Inherent Limitations

a) Member Self Service processes and controls
b) Member Self Service functionality and use

The objective of this audit was to provide the client with an audit opinion on the control framework concerning the application of Peninsula Pensions Member Self
Service. Including in relation to review of:

Scope and Objectives

Appendix B
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Limited
Assurance

Reasonable
Assurance

Substantial
Assurance

Assurance
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The Devon Audit Partnership has been formed under a joint committee
arrangement comprising of Plymouth, Torbay, Devon, Mid Devon, South
Hams & West Devon, Torridge and North Devon councils. We aim to be
recognised as a high quality internal audit service in the public sector. We
work with our partners by providing a professional internal audit service that
will assist them in meeting their challenges, managing their risks and
achieving their goals. In carrying out our work we are required to comply with
the Public Sector Internal Audit Standards along with other best practice and
professional standards. The Partnership is committed to providing high
quality, professional customer services to all; if you have any comments or
suggestions on our service, processes or standards, the Head of Partnership
would be pleased to receive them at robert.hutchins@devonaudit.gov.uk

Devon Audit Partnership

No Assurance

Immediate action is required to address fundamental gaps,
weaknesses or non-compliance identified. The system of
governance, risk management and control is inadequate to
effectively manage risks to the achievement of objectives in the
area audited.

Significant gaps, weaknesses or non-compliance were identified.
Improvement is required to the system of governance, risk
management and control to effectively manage risks to the
achievement of objectives in the area audited.

Opportunity

Low

Medium

High

A recommendation to drive operational improvement which may
enable efficiency savings to be realised, capacity to be created,
support opportunity for commercialisation / income generation or
improve customer experience. These recommendations do not feed
into the assurance control environment.

Low risk issues, minor system compliance concerns or process
inefficiencies where benefit would be gained from improving
arrangements. Management should review, make changes if
considered necessary or formally agree to accept the risks. These
issues may be dealt with outside of the formal report during the course
of the audit.

Control arrangements not operating as required resulting in a
moderate exposure to risk. This could result in minor disruption of
service, undetected errors or inefficiencies in service provision.
Important recommendations made to improve internal control
arrangements and manage identified risks.

A significant finding. A key control is absent or is being
compromised; if not acted upon this could result in high exposure to
risk. Failure to address could result in internal or external
responsibilities and obligations not being met.

Definition of Recommendation Priority

10

No Progress has been made.
The action plan is not being progressed at this time,
actions remain outstanding.
Progress has been made but further work is required.
The action plan is being progressed though some actions are
outside of agreed timescales or have stalled.
Good Progress has/is being made.
Good Progress has continued.

Direction of Travel Indicators
Definitions
Indicator

There is a generally sound system of governance, risk management
and control in place. Some issues, non-compliance or scope for
improvement were identified which may put at risk the achievement
of objectives in the area audited.

A sound system of governance, risk management and control
exists, with internal controls operating effectively and being
consistently applied to support the achievement of objectives in the
area audited.

Definition

Definitions of Audit Assurance Opinion Levels
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CT/21/93
Devon Pension Board
11th October 2021

FUTURE WORK PROGRAMME
Report of the County Treasurer
Please note that the following recommendations are subject to consideration and
determination by the Committee before taking effect.
Please note that the following recommendations are subject to consideration and
determination by the Board before taking effect.
--------------------------------------------------------------------------------------------------------------1.

Summary
1.1. The Devon Pension Board will meet four times per year to review and
discuss issues concerning the Devon Pension Fund. In order to ensure that
appropriate areas are covered going forwards it was agreed at the first
meeting of the Board to implement a Future Work Programme.

2. Future Work programme

2.1. A proposal for the Future Work Programme of the Pension Board is set out
below:
Standing Items


Minutes of the Investment and Pension Fund Committee;



Devon Pension Fund Risk Register;



Peninsula Pensions Administration Performance Statistics;



Attendance Register



Actions and recommendations Tracker



Future Work Programme.



Breaches log



Contribution monitoring

January 2022


Code of Practice Compliance



Governance Review Project



Funding Strategy Statement
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April 2022


Budget monitoring



Annual Pension Board Report



Internal Audit report and 2021/22 Plan



2020/21 Training Review and 2021/22 Training plan

July 2022




Pension Board Terms of Reference
Communications Policy review
TPR Code of Practice

3. Conclusion

3.1. The Future Work Programme aims to set out a clear agenda for future areas
of review and discussion for the Pension Board. This will help to provide
assurance that the Devon Pension Fund is managed and administered
effectively and efficiently, ensuring that it complies with the code of practice
on the governance and administration of public service pension schemes
issued by the Pension Regulator.
3.2. The Board is asked to review and approve the future work programme and
make suggestions for other areas of consideration going forward.

Mary Davis
County Treasurer

Electoral Divisions: All
Local Government Act 1972:
List of Background Papers - Nil
Contact for Enquiries: Charlotte Thompson
Tel No: 01392 381933
Room: G99
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